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1 Revision History

The revision history describes the changes that were implemented in the document. The changes are
listed by revision, starting with the most current publication.

1.1 Revision 4.0

Revision 4.0 was the first production-level publication of this document.
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Product Overview

The VSC7438-02 Serval-2™, VSC7464-02 LynX-2™ and VSC7468-02 Jaguar-2™ Carrier Ethernet
switch family provides a rich set of Carrier Ethernet switching features such as hierarchical QoS,
hardware-based OAM (Ethernet and MPLS/MPLS-TP) and Service Activation Testing, protection
switching, IEEE 1588, and Synchronous Ethernet. Using Provider Bridging (Q-in-Q) and
MPLS/MPLS-TP technology, they deliver MEF CE 2.0 Ethernet Virtual Connections (EVCs) and feature
advanced TCAM classification in both ingress and egress. Per-EVC features include advanced L3-aware
classification, a rich set of statistics, OAM for end-to-end performance monitoring, and dual-rate policing
and shaping.

The devices target IP Edge demarcation and aggregation equipment to deliver enterprise and mobile
backhaul services. They are based on Virtualized Service Aware Architecture (VISAA™), a silicon
implementation that offers an unmatched level of Service Edge and Carrier Ethernet Networking
features. ViISAA achieves wirespeed performance for even the most feature-rich Carrier Ethernet (CE)
services. The devices also integrate VeriTime™, Microsemi’s patent-pending timing technology that
delivers the industry’s most accurate IEEE 1588v2 timing implementation to meet today’s LTE/LTE-A
requirements.

IPv4/IPv6 Layer 3 (L3) routing is supported, with up to 4K IPv4 (1K IPv6) unicast LPM entries and 2K
IPv4 (512 IPv6) L3 multicast groups. L3 security features include source guard and reverse path
forwarding (URPF) tasks.

The devices contain a powerful 500 MHz MIPS-24KEc CPU enabling full management of the switch and
advanced Carrier Ethernet applications.

The VSC7438-02 Serval-2™ device is a 32 Gbps Carrier Ethernet switch with up to 14 ports supporting
the following main port configurations:

« 12 x1G SGMIl ports + 2 x 10G XFI/XAUI ports.

+ 3 xQSGMIl ports +2 x 10G XFI/XAUI ports

*  Up to 14 ports are configurable to support 1G SGMII

* Upto 12 of the 1G ports are configurable to support 2.5G

The VSC7464-02 LynX-2™ device is a 52 Gbps Carrier Ethernet switch with up to 26 ports supporting
the following main port configurations:

* 12 x1G SGMIl ports + 4 x 10G XFI/XAUI ports

24 x1G SGMll ports + 2 x 10G XFI/XAUI ports

+ 6 x QSGMIl ports + 2 x 10G XFI/XAUI ports

* Up to 26 ports are configurable to support 1G SGMI|

*  Up to 16 of the 1G ports are configurable to support 2.5G

The VSC7468-02 Jaguar-2™ device is an 80 Gbps Carrier Ethernet switch with up to 52 ports supporting
the following main port configurations:

+ 32x1G SGMIl ports + 4 x 10G XFI ports.

10 x QSGMII ports + 4 x 10G ports (2 x XFI + 2 x XFI/XAUI)
12 x QSGMII ports + 3 x 10G ports (2 x XFI + 1 x XFI/XAUI)
*  Up to 36 ports are configurable to support 1G SGMII

*  Upto 24 of the 1G ports are configurable to support 2.5G

In addition, all devices support one 10/100/1000 Mbps SGMII/SerDes Node Processor Interface (NPI)
Ethernet port.

General Features

This section lists the key device features and benefits.

Layer 2 and Layer 3 Forwarding

. IEEE802.1Q switch with 4K VLANs and 32K MAC table entries
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»  Push/popl/translate up to three VLAN tags on ingress and egress

* RSTP and MSTP support

»  Fully nonblocking wire-speed switching performance for all frame sizes

» IPv4/IPv6 unicast and multicast Layer 2 switching with up to 32K groups and 1K port masks

+ IPv4/IPv6 unicast and multicast Layer 3 forwarding (routing) with reverse path forwarding (RPF)
support, Provider Bridging, and MPLS/MPLS-TP

. IGMPv2, IGMPv3, MLDv1, and MLDv2 support

2.3 Carrler Ethernet Support

MEF CE 2.0 ready: Eight Class of Service (CoS) Ethernet Virtual Connections (EVC) per-EVC OAM,
dual-rate policing and shaping, queuing, and statistics

»  Ethernet forwarding based on 32K MAC table or service classification, using up to three VLAN tags
(Q-Q-Q)

+  Ethernet pseudowire over MPLS, and MPLS LSR forwarding

* Reserved label and ACH processing for MPLS OAM

+  One OAM Down-MEP per port plus a pool of OAM MEPs supporting Up-MEP and Down-MEP
functions

»  Service Activation Test frame generation and checking

24 Timing and Synchronization

»  Synchronous Ethernet, with four clock outputs recovered from any port
+ |EEE 1588-2008 (v2) with nanosecond-accurate time stamping for one-step and two-step clocks
*  Hardware processing and PTP frame generation

25 Quality of Service

+  Four megabytes of integrated shared packet memory (two megabytes in VSC7438-02)

»  Eight QoS classes with a pool of up to 32K queues

+ TCAM-based classification with pattern matching against Layer 2 through Layer 4 information

*  Bandwidth guarantees per EVC and COS obtained through flexible configuration of scheduling
elements providing Hierarchical QoS scheduling and dual-rate shaping

» Dual-rate service policers, dual-rate bundle policers, eight single-rate priority policers per port, and
four single-rate port policers for each port

*  Flexible 4K ingress QoS mappings and 8K egress QoS mappings for VLAN tags, DSCP values, and
MPLS labels

*  Up to 4K egress VLAN tag and MPLS label operations

. Audio/video bridging (AVB) with support for time-synchronized, low-latency audio and video
streaming services

+  Priority-based flow control (PFC) (IEEE 802.1Qbb)

2.6 Securlty

Versatile Content Aware Processor (VCAP ™) packet filtering engine using ACLs for ingress and
egress packet inspection

. Storm controllers for flooded broadcast, flooded multicast, and flooded unicast traffic

»  Per-port, per-address registration for copying/redirecting/discarding

» 32 VCAP single-rate policers

2.7 Management

*  VCore-llI™ CPU system with integrated 500 MHz MIPS 24KEc CPU with MMU and DDR3/DDR3L
SDRAM controller

+ PCle 1.x CPU interface

+ CPU frame extraction (eight queues) and injection (two queues) through DMA, which enables
efficient data transfer between Ethernet ports and CPU/PCle

+ EJTAG debug interface

»  Configurable 16-bit or 8-bit DDR3 SDRAM interface supporting up to one gigabyte (GB) of memory

»  Sixty-four pin-shared general-purpose I/Os:
Serial GPIO and LED controller controlling up to 32 ports with four LEDs each
Triple PHY management controller (MIIM)
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Dual UART
Dual built-in two wire serial interface multiplexer
External interrupts
1588 synchronization 1/0Os
SFP loss of signal inputs
«  External access to registers through PCle, SPI, MIIM, or through an Ethernet port with inline
Versatile Register Access Protocol (VRAP)
»  Per-port counter set with support for the RMON statistics group (RFC 2819) and SNMP interfaces
group (RFC 2863)
»  Energy Efficient Ethernet (EEE) (IEEE 802.3az)
+  Support for CPU modes with internal CPU only, external CPU only, or dual CPU
»  Carrier Ethernet software API for service creation and management

2.8 Product Parameters

All SerDes, packet memory, and configuration tables necessary to support network applications are
integrated. The following table lists the primary parameters for the devices.

Table 1« Product Parameters

Features and Port Configurations VSC7438-02 VSC7464-02 VSC7468-02
Maximum bandwidth excluding 1G NPI port 32 Gbps 52 Gbps 80 Gbps
Maximum number of ports excluding 1G NPI port 14 26 52
Maximum number of QSGMII ports 3 6 12
Maximum number of 1G ports excluding 1G NPI port 14 26 52
Maximum number of 1G SGMI| ports excluding 1G NPI port 14 26 36
Maximum number of 2.5G ports 12 16 24
Maximum number of 10G ports (SFI/XAUI) 2 4

SERDES1G lanes including 1G NPI port 1 9

SERDES6G lanes 20 24 24
SERDES10G lanes 2 4 4

Layer 2 Switching

Packet buffer 16 Mb 32 Mb 32 Mb
MAC table size 32K 32K 32K
Layer 2 multicast port masks 1K 1K 1K
Super VCAP blocks (4K x 36 bits per block) 5 8 8

VCAP CLM entries (36 bits) per super VCAP block 4K 4K 4K
VCAP LPM entries (36 bits) per super VCAP block 4K 4K 4K
VCAP IS2 entries (288 bits) per super VCAP block 512 512 512
VCAP ESO entries 2K 4K 4K
Layer 3 Routing

Router legs 128 128 128

IP unicast routes/hosts per super VCAP block allocated to VCAP  IPv4: 4K IPv4: 4K IPv4: 4K
LPM for unicast routing IPv6: 1K IPv6: 1K IPv6: 1K
Next-hop/ARP table entries 2K 2K 2K

IP (S,G) or (*, G) multicast groups per super VCAP block allocated [Pv4: 2K IPv4: 2K IPv4: 2K
to VCAP LPM for multicast routing IPv6: 256 IPv6: 256 IPv6: 256
Multicast router leg masks 1K 1K 1K

VMDS-10497 VSC7438-02, VSC7464-02, and VSC7468-02 Datasheet Revision 4.0 4



Product Overview

& Microsemi

a A%\ MicrocHIP company

Table 1« Product Parameters (continued)

Features and Port Configurations VSC7438-02 VSC7464-02 VSC7468-02
ECMPs 16 16 16
Quality of Service and Security

Queues 16K 32K 32K
Ingress QoS mapping table entries 4K 4K 4K

Egress QoS mapping table entries 8K 8K 8K
Security enforcement (ACL) rules (288 bits) per super VCAP block 512 512 512
allocated to VCAP 1S2

Carrier Ethernet

Bi-directional Carrier Ethernet connections (E-Lines, MPLS pseudo- 4 COS: 512 4 COS: 1K 4 COS: 1K
wires, or MPLS LSPs) when allocating two super VCAP blocks to 8 COS: 256 8 COS: 512 8 COS: 512
VCAP CLM for VSC7438-02 and four for VSC7464-02 and

VSC7468-02

EVC bidirectional endpoints (ISDX and ESDX) 2K 4K 4K

DLB policers 2K 4K 4K

ISDX statistics 4K 8K 8K

ESDX statistics 4K 8K 8K
Hardware MEPs in addition to 1/port for port OAM 512 1K 1K
Hardware MIPs 512 1K 1K

MPLS encapsulations (tunnel LSPs and Ethernet headers) 512 1K 1K

29 Applications

The devices target the following applications.

*  Wireless backhaul (microwave and millimeter wave, for example) equipment such as split-mount
Outdoor Unit (ODU), Indoor Unit (IDU), and all-integrated ODU

*  Network Interface Devices (NIDs) targeting cell site and corporate office locations

»  Carrier Ethernet access and pre-aggregation equipment such as fiber-based mobile backhaul
service, Enterprise VPN service, and Carrier networks based on Ethernet and MPLS-TP

technologies

The following illustration shows these applications on a single-carrier network with fixed/mobile

convergence.
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Figure 1« Converged Access and Aggregation Network Application
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291 Wireless Backhaul

Wireless backhaul equipment is available with following configuration options:

Data
Center

«  Traditional split-mount with separate Outdoor Units (ODUs) and Indoor Units (IDUs). In the
traditional split, the modem functionality exists in the IDU, and the interface between the ODU and
IDU is a modulated waveform.

»  Ethernet split-mount also with separate ODU and IDU. In this configuration, the modem functionality
exists in the ODU along with some packet switching functions such as redundancy protection. The
interface between the ODU and IDU is Ethernet packets.

* All-integrated ODU, where the full ODU and IDU functionality is integrated into one piece of outdoor
equipment. Equipment of this type is common for 4G/LTE small cell applications.

TheVSC7438-02, VSC7464-02, and VSC7468-02 devices target all of these configurations. Ethernet and
MPLS networking features enable wireless backhaul topologies such as chains, trees, and rings.
Networking features are especially important for small cells due to limited wireless visibility, which can
result in relatively arbitrary daisy-chaining of multiple small cells in the backhaul. Typically, smaller
switches are present in ODUs and larger switches in IDUs, which often act as aggregators or localized
switching centers.

The following illustration shows an all-integrated ODU on the left, a traditional split- mount ODU/IDU in
the middle, and an Ethernet split-mount ODU/IDU on the right. In some installations, the Radio Base
Station and the all-integrated ODU functionality can also be built into a single piece of equipment.

In the illustration, the full backhaul is made up of the wireless backhaul section plus the wired backhaul
section, operated by two separate network providers. Only the wireless backhaul section is illustrated.
Other models of network ownership are possible.

The wireless backhaul network provides a transport service between each Radio Base Station and the
Pre-aggregation network. The wireless backhaul operator provides an Ethernet connection between
each Radio Base Station (Metro Ethernet Forum UNI interface) and the Pre-aggregation Router (Metro
Ethernet Forum E-NNI interface).
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The application shown is somewhat simplified. In actual deployment, more complex configurations are
common, such as equipment redundancy, network redundancy (linear, ring, mesh, link aggregation), and
increased wireless capacity through link bonding.

Figure 2« Wireless Backhaul Application
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Microwave radio links are highly susceptible to weather and use adaptive modulation techniques to
deliver data reliably during bad weather. As a result, the microwave data transfer rate (link speed) can
change rapidly, causing jitter problems for IEEE 1588 and Quality of Service (QoS) problems for the
networking gear. The link speed is also limited to a few hundred Mbps per microwave link under good
weather conditions, so link bundling and load balancing are common. Next-generation ODUs must
support timing and synchronization such as Synchronous Ethernet and IEEE 1588 packet-based timing.

Small IDUs (pizza boxes) generally support Carrier Ethernet features similar to Network Interface
Devices (NID). In addition, IDU functionality can include MPLS-TP functionality.

Integrated ODU/IDU equipment also exists, especially for 4G/LTE small cell deployment. These units
have a low port count but with advanced features like MPLS-TP, protection switching mechanisms, and
strong QoS.

The following key features are supported for wireless backhaul.

. Low size, low cost, and low power, especially for the ODUs
+  Ethernet and MPLS-TP networking features at the IDUs and all-integrated ODUs
. UNI/NNI and Ethernet OAM
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+ |EEE 1588 functionality delivering high-precision timing to 4G/LTE Base Stations. Various
proprietary techniques are supported to combat the jitter created by adaptive modulation on a
wireless link, including ability to provide an IEEE 1588 transparent clock function over a wireless
link.

+  Strong QoS to handle the varying link speed:

« |EEE 802.1Qbb priority-based flow control can be used as in-band dynamic flow control.

*  Versatile Register Access Protocol (VRAP) may also be used to dynamically adjust
scheduler/shaper rates in-band.

» Large integrated buffer memory, advanced hierarchical scheduling and shaping, and WRED
enable efficient bandwidth use without jeopardizing low-latency traffic such as voice.

+ Linear and ring protection mechanisms.

+ —40 °C ambient to 125 °C junction operating temperature.

29.2 Network Interface Device (NID)

A multioperator network diagram is shown in the following illustration. In this reference diagram, a pair of
service provider network interface devices (NIDs) provide enterprise VPN service or mobile backhaul
service using an access provider’s network.

The service provider NIDs provide MEF-compliant Ethernet virtual connection (EVC) services, plus
carrier-grade reference timing based on Synchronous Ethernet or IEEE-1588.

The access provider NIDs enable the service provider to offer service in areas where the service provider
has no footprint. Although not standardized, it is common for the access provider NIDs to offer S-tagged
UNI service, which is standard MEF UNI service, but using S-tags to identify each EVC.

Figure 3« NID Application for S-Tagged UNI
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The following illustration depicts MEF-compliant E-access service. In this reference diagram, the access
provider NID tunnels each remote UNI to the service provider network using UNI Tunnel Access
Operator Virtual Connections (UTA OVCs).
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Figure 4« NID Application for E-Access Using UTA OVC
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In the following illustration, the access provider NID is upgraded to a virtual NID (vNID), which allows for

both access provider and service provider management and OAM functions in one physical box

deployed by the access provider.

Multidomain OAMs must be implemented to enable separate OAM functions for the access provider and

the service provider.

Router

Figure 5« NID Application for E-Access Using vNID
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Microsemi’s Carrier Ethernet switch family is optimized for delivery of MEF EVCs that are based on the
Virtualized Service Aware Architecture (VISAA™). MEF-compliant features include dual-rate policing,
dual-rate shaping, statistics, and hardware-based OAM. Hierarchical QoS supports these features at the
EVC and UNI/E-NNI level. In addition, Microsemi’s Carrier Ethernet switches support the virtual NID
model.

Enterprise VPN services provide connectivity between corporate Headquarters and Branch offices, as
well as providing voice, video, internet, storage, and other network-hosted applications.
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Mobile backhaul services provide connectivity between radio base stations and mobile switching centers.
For mobile backhaul applications, Microsemi offers the industry’s highest performance IEEE 1588
solution, uniquely able to deliver LTE Advanced performance for 1588 Slave and one-step transparent
clock applications.

In this example, there is a service provider who sells services directly to the enterprise and mobile
operator, and an access provider who sells local access to the service provider.

In general, NIDs provide demarcation between a customer and a network.

The NIDs are located at the customer sites or provider network edges. The two-box model is prevalent,

but an emerging one-box Virtual NID concept is shown in the illustration. In the virtual NID concept, the

access provider owns the NID but there are separate access provider and service provider management
domains.

Access provider networks predominantly use Provider Bridging (Q-in-Q) and/or MPLS-TP technology for
backhauling customer traffic further into the network. NIDs generally have a low port count as shown in
this example, although it is also possible to have larger NIDs with many customer-facing ports.

The following illustration shows an internal view of the Microsemi Carrier Ethernet switches in a NID
application.

Figure 6« NID Internal View
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The following key features are supported for NID and Virtual NID.

»  Highly flexible classification, tagging, and encapsulation for Provider Bridges (Q-in-Q), MPLS
pseudowires, and MPLS-TP transport.

Fully-featured Ethernet-based OAM. Hardware OAM implementation is required for precision and
scale.

At the UNI-C and ENNI, MEF-compliant DLB shaping and Down-MEP functions. Down-MEPs allow
the customer to monitor the service purchased from the Network.

At the UNI-N and ENNI, MEF-compliant dual-rate policing and Up-MEP functions. Up-MEPs allow
the Network to monitor the service sold to the customer.

R-UNI and V-UNI functions for MEF-compliant UTA OVC E-Access.

At the UNI-C and ENNI, some applications require per-service queuing for separation.

. Per-service and color statistics for frame arrivals, departures, and discards.

»  Service activation measurements.

IEEE-1588 network timing functions. These are especially important for mobile backhaul services,
where the NID must provide a high-quality timing reference to the Radio Base Station.

* Linear and ring protection mechanisms as well as path and port protection for dual-homed NID
installations.

Integrated CPU sub-system for management and control.
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29.3 Carrier Ethernet Switch with MPLS-TP
The following illustration shows an MEF Ethernet virtual connection (EVC) being offered from an MPLS
network. The customer interface (UNI) is Ethernet, and the customer is unaware that the carrier network
is using MPLS technologies.
Figure 7«  Carrier Ethernet Switch with MPLS-TP Application
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Ethernet Pseudowire

MPLS LSP
® J
The Carrier Ethernet Switches initiating and terminating the pseudowire implement Provider Edge (PE)
functions, providing Ethernet-to-MPLS and MPLS-to-Ethernet operations. These are also known as
Pseudowire Label Edge Router (LER) operations. The PE switches also initiate and terminate the MPLS
Label Switched Path (LSP) connection.

The Carrier Ethernet switches that forward MPLS packets using MPLS label switching provide MPLS-to-
MPLS operations. These switches are known as Label Switch Routers (LSRs).

The switch supports these pseudowire LER and MPLS LSR operations and provide the following
capabilities:

+ EOoMPLS PW LER (Single-Segment and Multi-Segment Pseudowire) MPLS LSR

»  Hierarchical VPLS (H-VPLS) edge functions (MTU-s)

*  MEF-compliant service delivery with per-EVC dual-rate policing and arrival/departure/discard
statistics kept for each EVC and each PW

*  Concurrent Ethernet OAM at the EVC Service Layer and MPLS OAM for both

+  Pseudowire and Label Switched Path Layers Hierarchical scheduling and dual-rate shaping
Protection switching using MPLS and Ethernet layers

» IEEE 1588 network timing functions, including transparent clock hardware for PTP delivered over
MPLS and pseudowire

* Integrated CPU sub-system for management and control

Functional Overview

This section provides an overview of all the major blocks and functions involved in the forwarding
operation in the same order as a frame traverses through the device. It also outlines other major
functionality of the device, such as the CPU subsystem, OAM processing, and IEEE 1588 PTP
processing.
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The following illustration shows the VSC7468-02 block diagram. The block diagrams for VSC7438-02
and VSC7464-02 are similar but with different port module and SerDes lane configurations.

Figure 8« VSC7468-02 Block Diagram
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2.10.1 Frame Arrival in Ports and Port Modules

The Ethernet interfaces receive incoming frames and forward these to the port modules.
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Each port module contains a Media Access Controller (MAC) that performs a full suite of checks, such as
VLAN tag-aware frame size checking, frame check sequence (FCS) checking, and pause frame
identification.

Each port module connects to a SerDes macro and contains a Physical Coding Sublayer (PCS), which
performs 8b/10b or 64b/66b encoding, auto-negotiation of link speed and duplex mode, and monitoring
of the link status.

Symmetric and asymmetric pause flow control are both supported as well as priority-based flow control
(IEEE 802.1Qbb).

All Ethernet ports support Energy Efficient Ethernet (EEE) according to IEEE 802.3az. The shared queue
system is capable of controlling the PCS operating states, which are active or low power. The PCS
understands the line signaling as required for EEE. This includes signaling of active, sleep, quiet, refresh,
and wake.

1G SGMII Line Ports

1G SGMII line ports operate in one of the following modes:

* 10/100/1000 Mbps SGMII. The SGMI!I interface connects to an external copper PHY device or
copper SFP optical module with SGMII interface. In this mode, autonegotiation is supported for link
speed, duplex settings, pause settings, and remote fault signaling. Full-duplex is supported for all
speeds, while half-duplex is supported for 10/100 Mbps.

+  100BASE-FX. The 100BASE-FX interface connects directly to a 100BASE-FX SFP optical module.
Autonegotiation is not specified for 100BASE-FX and is not supported. Operation is always
100 Mbps and full duplex.

*  1000BASE-X. The 1000BASE-X interface connects directly to a 1000BASE-X SFP optical module.
Autonegotiation is supported for pause settings and remote fault signaling. Operation is always
1000 Mbps and full duplex. 1G backplane Ethernet 1000BASE-KX is fully supported, including
autonegotiation.

2.5G SGMII Line Ports

The 2.5G interface connects directly to an SFP optical module. Operation is always 2500 Mbps and full
duplex. 2.5G backplane Ethernet is also supported.

1G QSGMII Line Ports

1G QSGMII line ports operate in quad 10/100/1000 Mbps QSGMII. The QSGMII interface connects to an
external copper PHY device. In this mode, autonegotiation is supported for link speed, duplex settings,
pause settings, and remote fault signaling. Full-duplex is supported for all speeds, while half-duplex is
supported for 10/100 Mbps.

10G Line Ports

10G line ports can operate in one of the following modes. All ports support SFI but some ports may not
support XAUI.

+ 10 Gbps SFI. The interface connects directly to a 10GBASE-R SFP+ optical module or an external
PHY device. Auto-negotiation is supported for pause settings, remote fault signaling, and backplane
Ethernet functions. The 10G or 1G operation is supported for SFP+ optical modules, and operation
is always full duplex.

* 10G backplane Ethernet 10GBASE-KR (serial backplane) is fully supported, including
autonegotiation, training, and 10GBASE-KR FEC.

*  When used with external devices capable of WAN-PHY (10GBASE-W) operation, the 10G line
ports support pacing operation as specified for 10GBASE-W operation.

* 10 Gbps XAUI. This interface supports four-lane XAUI and connects to external devices supporting
these interfaces. Autonegotiation is supported for pause settings, remote fault signaling, and
backplane Ethernet functions. 10G or 1G operation is supported for SFP+ optical modules, and
operation is always full duplex.

*  10G backplane Ethernet 10GBASE-KX4 (four-lane backplane) and 10GBASE-CX4 (four-lane
copper) are fully supported, including autonegotiation.
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Basic Classification

Basic frame classification in the ingress processing module (the analyzer) receives all frames before
further classification processing is performed. The basic classifier uses configurable logic to classify each
frame to a VLAN, QoS class, drop precedence (DP) level, DSCP value, and an aggregation code. This
information is carried through the switch together with the frame and affects policing, drop precedence
marking, statistics collecting, security enforcement, Layer 2 and Layer 3 forwarding, and rewriting.

The basic classifier also performs a general frame acceptance check. The output from the basic
classification may be overwritten or changed by the more intelligent advanced classification using the
TCAM-based VCAP.

Virtualized Service Aware Architecture (VISAA™)

The Microsemi Carrier Ethernet service-aware architecture enables a rich set of Carrier Ethernet service
features using multiple lookups into VCAP classification matching (CLM). Up to 64 ingress DSCP
mapping tables (64 entries each) can be used for more efficient TCAM utilization. Carrier Ethernet
services include:

. Metro Ethernet Forum (MEF) E-Line, E-LAN, and E-TREE EVCs
*  MPLS pseudowires and Label Switched Paths (LSPs)

Carrier Ethernet service policy attributes include:

+  Mapping to a service-level dual-rate policer. Multiple services can map to one policer. Up to eight
policers can be assigned per service to implement the per-COS per-EVC MEF bandwidth profile.

*  Mapping to a VLAN/VSI (MAC table) resource and a service-specific port map.

*  Mapping to service-specific arrival and departure frame modification instructions.

«  Mapping to a protection group resource, enabling fast failover of multiple services using a single
group-level protection action. When using this protection mechanism, each service may retain
individual frame modification instructions for both working and protect states.

+  Service-specific QoS handling instructions including remarking and hierarchical QoS treatment.

+  OAM and control protocol handling, including mapping to Versatile OAM Engine (VOE) hardware
resources.

«  Per-service arrival, departure, and discard statistics. Multiple services can map to one statistics set.
Up to eight statistics sets can be assigned to a service to implement the per-CoS per-EVC MEF
bandwidth profile.

Security and Control Protocol Classification

Before being passed on to the Layer 2 forwarding, all frames are inspected by the VCAP IS2 for security
enforcement and control protocol actions.

The action associated with each 1S2 entry (programmed into the 1S2 action RAM) includes frame filtering,
single leaky bucket rate limiting (frame or byte based), snooping to CPU, redirecting to CPU, mirroring,
time stamping, and accounting. Although the VCAP IS2 is located in the ingress path of the device, it has
both ingress and egress capabilities.

The VCAP IS2 engine embeds powerful protocol awareness for well-known protocols such as LLC,
SNAP, ARP, IPv4, IPv6, and UDP/TCP. IPv6 is supported with full matching against both the source and
the destination IP addresses.

For each frame, up to two lookup keys are generated and matched against the VCAP entries.

VCAP CLM can enable OAM processing, either by copy or redirect to the CPU or by assigning the frame
to a VOE for hardware OAM processing. VCAP IS2 can enable OAM processing by copy or redirect to
the CPU.

Policing
Each frame is subject to one or more of the following policing operations.

» Dual-rate service policers. Service classification selects which service policer to use.
»  Dual-rate bundle policers. Service classification selects which bundle policer to use. Bundle policers
are placed immediately after the service policers and can police one or more services.
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«  Single-rate priority policers. Ingress port number and QoS class determine which policer to use.

»  Single-rate port policers. Ingress port number determines which policer to use.

»  VCAP dual-rate policers. 1IS2 action selects which VCAP dual-rate policer to use.

» Single-rate global storm policers. Frame characteristics, such as broadcast, unicast, multicast
(BUM), or learn-frame, select which policer to use.

«  Single-rate service broadcast, unicast, and multicast (BUM) policers for flooded frames. Service
classification and destination MAC address select which policer to use.

Policers can measure frame rates (frames per second) or bit rates (bits per second). Service frames
(frames classified to a service) can trigger the following policers.

*  One BUM policer

*  One service policer
*  One bundle policer
*  One VCAP policer
«  Eight storm policers

Non-service frames can trigger the following policers:

*  One BUM policer

*  One priority policer or one dual-rate VCAP policer
*  One port policer

*  One VCAP policer

*  Four port policers

*  Eight storm policers

Dual-rate policers are MEF-compliant, supporting both color-blind and color-aware operation. The initial
frame color is derived from the drop precedence level from the frame classification. The MEF coupling
mode is also configurable for each policer.

Dual-rate policers ensure Service Level Agreement (SLA) compliance. The outcome of this policing
operation is to mark each accepted frame as in-profile (green) or out-of-profile (yellow). Yellow frames
are treated as excess or discard-eligible and green frames are committed. Frames that exceed the
yellow/excess limits are discarded (red).

Each frame is counted in associated statistics counters reflecting the service and the frame’s color
(green, yellow, red). The statistics counters count bytes and frames.

The four port policers and eight storm policers can be programmed to limit different types of traffic such
as CPU-forwarded frames, learn frames, known or unknown unicast, multicast, or broadcast.

Layer 2 Forwarding

Atfter the policers, the Layer 2 forwarding block of the analyzer handles all fundamental Layer 2
forwarding operations and maintains the associated MAC table, the VLAN table, the ISDX table, and the
aggregation table. The devices implement a 32K MAC table and a 4K VLAN table.

The main task of the analyzer is to determine the destination port set of each frame. The Layer 2
forwarding decision is based on various information such as the frame’s ingress port, source MAC
address, destination MAC address, the VLAN identifier, and the ISDX, as well as the frame’s VCAP
actions, mirroring, and the destination port’s link aggregation configuration.

Layer 2 forwarding of unicast and Layer 2 multicast frames is based on the destination MAC address and
the VLAN.

The switch can also L2-forward IPv4 and IPv6 multicast frames using additional Layer-3 information,
such as the source IP address. The latter enables source-specific IPv4 multicast forwarding (IGMPv3)
and source-specific IPv6 multicast forwarding (MLDv2). This process of L2-forwarding multicast frames
using Layer 3 information is called “snooping”, which is different from L3-forwarding (routing) of multicast
frames.

The following describes some of the contributions to the Layer 2 forwarding.

* VLAN Classification VLAN-based forward filtering includes source port filtering, destination port
filtering, VLAN mirroring, and asymmetric VLANS.
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» Service Classification Service-based forward filtering includes destination port filtering and forced
forwarding.

»  Security Enforcement The security decision made by the VCAP IS2 can, for example, redirect the
frame to the CPU based on security filters.

« MSTP The VLAN identifier maps to a Multiple Spanning Tree instance, which determines MSTP-
based destination port filtering.

* MPLS Destination set determined by processing MPLS labels.

» MAC Addresses Destination and source MAC address lookups in the MAC table determine if a
frame is a learn frame, a flood frame, a multicast frame, or a unicast frame.

» Learning By default, the device performs hardware learning on all ports. However, certain ports
could be configured with secure learning enabled, where an incoming frame with unknown source
MAC address is classified as a “learn frame” and is redirected to the CPU. The CPU performs the
learning decision and also decides whether the frame is forwarded.

. Learning can also be disabled, such as for E-Line services. If learning is disabled, it does not matter
if the source MAC address is in the MAC table.

+ Link Aggregation A frame targeted to a link aggregate is processed to determine which physical
port of the link aggregate group the frame must be forwarded to.

« Mirroring Mirror probes may be set up in different places in the forwarding path for monitoring
purposes. As part mirroring, a copy of the frame is sent either to the CPU or to another port.

Layer 3 Forwarding

All devices support Layer 3 forwarding (routing), which is performed by the analyzer. With Layer 3
forwarding, the IPv4 or IPv6 addresses determine the destination port set and Layer 3 processing is
performed on IP header. The Layer 3 forwarding process also replaces the arrival Layer-2 Ethernet
header (including MAC addresses and VLAN tags) with a new Layer 2 Ethernet header after departure
from the switch.

The analyzer supports 128 router legs, and supports Virtual Router Redundancy Protocol (VRRP).
Ingress router legs are addressed using classified arrival VLAN and DMAC address.

If an arrival frame is determined to belong to an ingress router leg and routing is enabled, Layer 3
forwarding is applied. Note that this is in addition to any Layer 2 forwarding, so for example, an arrival
multicast frame may be Layer 2 forwarded on the classified arrival VLAN and also Layer 3 forwarded to
one or more additional VLANSs. IP unicast frames only use Layer 2 forwarding or Layer 3 forwarding, but
never both. Layer 3 forwarding always uses the classified arrival VLAN and does not use the ISDX.

Layer 3 forwarding first checks the IP header for validity. IP header checks include IP version, header
length, and header checksum. The Time-to-Live (TTL) or Hop Limit values are also checked for validity
and decremented if the packet is forwarded.

The analyzer then searches the Longest Prefix Match (LPM) table for an exact match of the destination
IP address. If there is not an exact match, the table is searched for the best partial match. If there is no
partial match in the LPM table, the frame is Layer 3 forwarded to the location of the default gateway.

With Layer 3 forwarding, each egress frame copy uses an egress router leg to determine the per-copy
egress encapsulation. There can be up to 16 egress router legs associated with one forwarding entry in
support of Equal Cost Multipath (ECMP) functionality, where multiple forwarding paths are used between
adjacent routers for increased forwarding bandwidth.

Reverse path forwarding (RPF) is optionally performed on multicast and unicast (URPF) packets as a
security check. This source IP address check helps detect and prevent address spoofing.

Multicast frames can be Layer 2 forwarded on the arrival VLAN as well as Layer 3 forwarded to different
VLANSs. Layer 3 forwarding of IP multicast is different from Layer 2 forwarding of IP multicast using
IGMP/MLD snooping in the following ways:

* [P header checks and TTL processing are performed

*  The Ethernet header is swapped

*  The egress VLANs may be different from the ingress VLANs
«  Multiple frame copies can be generated per physical port

Network control such as ICMP and ARP are redirected to the CPU, along with malformed packets,
packets with expired TTL, and packets with options.
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Shared Queue System and Hierarchical Scheduler

The analyzer provides the destination port set of a frame to the shared queue system. It is the queue
system’s task to control the frame forwarding to all destination ports.

The shared queue system embeds memory that can be shared between all queues and ports. Frames
are mapped to queues through a programmable mapping function allowing ingress ports, egress ports,
QoS classes, and services to be taken into account. The sharing of resources between queues and ports
is controlled by an extensive set of thresholds.

Each egress port implements default schedulers and shapers as shown in the following illustration. Per
egress port, the scheduler sees the outcome of aggregating the egress queues (one per ingress port per
QoS class) into eight QoS classes.

Class-Based Queuing (Default Configuration)

By default, aggregation is done in a Deficit Weighted Round Robin fashion (DWRR) with equal weights to
all ingress ports within a QoS class, so byte-accurate weighted round robin scheduling between ingress
ports is performed for each QoS class.

The following illustration shows the default scheduler-shaper configuration. Hierarchical scheduling-
shaping is also possible. All shapers shown are dual leaky bucket shapers.

Default Scheduler-Shaper Configuration
v T
Input Port N [}
. M
6 M

[ ]
Input Porto  [[][F—

Virtual Input Queues
QoS Class 7

Port
Shaper

icPu 1T}
Input Port N :|:|:|:|:|—>

: \
:I:I:I:D—> QoS Class 0
Input Port O Shaper
Virtual Input Queues
QoS Class 0

Scheduling between QoS classes within the port can use one of the three following methods:

«  Strict Priority scheduling. Frames with the highest QoS class are always transmitted before frames
with lower QoS class.

»  Deficit Weighted Round Robin (DWRR) scheduling. Each QoS class serviced using DWRR sets a
DWRR weight ranging from 0 to 31.

+  Combination of Strict Priority and DWRR scheduling. The default configuration is shown, where QoS
classes 7 and 6 use strict priority while QoS classes 5 through 0 use DWRR. But any split between
strict and DWRR QoS classes can be configured.

2.10.8.1.1 Hierarchical QoS (H-QoS)

Hierarchical Quality of Service (H-QoS) egress scheduling can be configured as shown in the following
illustration. Scheduling QoS within each EVC is performed as previously described for scheduling QoS
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within a port. Each EVC can optionally be shaped using a MEF-compliant dual-rate shaper. EVCs are
then scheduled at the port level using a DWRR scheduler. The physical port can optionally be shaped
using a MEF-compliant dual-rate shaper.

Hierarchical Scheduler-Shaper Configuration
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Rewriter and Frame Departure

Before transmitting the frame on the egress line, the rewriter can modify selected fields in the frame such
as Ethernet headers and VLAN tags, MPLS labels, IPv4/IPv6 fields, OAM fields, PTP fields, and FCS.
The rewriter also updates the frame’s COS and color indications such as DEI, PCP, MPLS TC, and
DSCP. Departure statistics are also kept based on either the ESDX from the VCAP ESO lookup or the
classified VLAN.

Basic VLAN Tagging Operations (Port-based)

By default, the egress VLAN actions are determined by the egress port settings and classified VLAN.
These include basic VLAN operations such as pushing a VLAN tag, untagging for specific VLANs, and
simple translations of DEI, PCP, and DSCP.

Advanced VLAN Tagging Operations (Port-based and Service-based)

By using the egress VCAP ESO, significantly more advanced VLAN tagging operations can be achieved.
ESO enables pushing up to three VLAN tags and flexible VLAN tag translation for per-EVC VLAN
tag/TPID, PCP, DEI, and DSCP control. The lookup by VCAP ESO includes classified VLAN (which is VSI
for services), ISDX, egress port, and COS/color indications.

MPLS Operations

MPLS push, pop, and swap are always handled by VCAP ESO0. Up to three MPLS labels and one control
word can be popped and pushed, as well as an Ethernet link layer header. Per-EVC/LSP/PW, control is
supported for Ethernet link layer encapsulation and VID, MPLS labels, and TC bit remarking.

Layer 3 Forwarding (Routing) Operations

Supports per-router-leg control of Ethernet link layer encapsulation and VID, as well as modification of
other Layer 3 fields such as IPv4 TTL, IPv4 checksum, and IPv6 hop limit.
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2.10.9.5 OAM Operations

OAM Protocol data unit (PDU) modifications include insertion of time stamps and frame counters, as well
as OAM Message/Reply swap operations. General SMAC/DMAC swapping is also supported for OAM
and non-OAM frames.

210.9.6 PTP (IEEE 1588) Operations

PTP PDU maodifications include insertion/update of time stamps and correction fields, as well as updating
the UDP checksum.

The rewriter pads frames to minimum legal size if needed, and updates the FCS if the frame was
modified before the frame is transmitted.

The egress port module controls the flow control exchange of pause frames with a neighboring device
when the interconnection link operates in full-duplex flow control mode.

2.10.10 CPU Port Module

The CPU port module (DEVCPU) contains eight CPU extraction queues and two CPU injection queues.
These queues provide an interface for exchanging frames between the internal CPU system and the
switch core. An external CPU using the serial interface can also inject and extract frames to and from the
switch core by using the CPU port module.

In addition, any Ethernet interface on the device can be used for extracting and injecting frames. The
Ethernet interface used in this way is called the Node Processor Interface (NPI) and is typically
connected to an external CPU.

Injected frames may be prepended with an injection header to control processing and forwarding of these
frames. Extracted frames may be prepended with an extraction header to supply frame arrival and
classification information associated with each frame. These headers may be used by internal CPU or
external CPU.

The switch core can intercept a variety of different frame types and copy or redirect these to the CPU
extraction queues. The classifier can identify a set of well-known frames, such as IEEE reserved
destination MAC addresses (BPDUs, GARPs, CCM/Link trace), as well as IP-specific frames (IGMP,
MLD). Security VCAP IS2 provides another flexible way of intercepting all kinds of frames, such as
specific OAM frames, ARP frames or explicit applications based on TCP/UDP port numbers. In addition,
frames can be intercepted based on the MAC table, the VLAN table, or the learning process.

Whenever a frame is copied or redirected to the CPU, a CPU extraction queue number is associated with
the frame and used by the CPU port module when enqueuing the frame into the eight CPU extraction
queues. The CPU extraction queue number is programmable for every interception option in the switch
core.

2.10.11 Synchronous Ethernet and Precision Time Protocol (PTP)

The switch supports Synchronous Ethernet and IEEE 1588 Precision Time Protocol (PTP) for
synchronizing network timing throughout a network.

Synchronous Ethernet allows for the transfer of precise network timing (frequency) using physical
Ethernet link timing. Each switch port can recover its ingress clock and output the recovered clock to one
of up to four recovered clock output pins. External circuitry can then generate a stable reference clock
input used for egress and core logic timing.

The Precision Time Protocol (PTP) allows for the transfer of precise network timing (frequency) and time
of day (phase) using Ethernet packets. PTP can operate as a one-step clock or a two-step clock. For
one-step clocks, a precise time is calculated and stamped directly into the PTP frames at departure. For
two-step clocks, a precise time is simply recorded and provided to the CPU for further processing. The
CPU can then initiate a follow-up message with the recorded timing.

The devices support PTP Delay_reqg/Delay_resp processing in hardware where the Delay_req frame is
terminated and a Delay_resp frame is generated based on the request. In addition to updating relevant
PTP time stamps and message fields, the frame encapsulation can be changed. This includes swapping
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and rewriting MAC addresses, IP addresses, and TCP/UDP ports, and updating the IPv4 TTL or IPv6
hop limit.

The devices also support generation of PTP Sync frames using the automatic frame injector (AFI)
functionality.

PTP is supported for a range of encapsulations including:

. PTP over Ethernet

. PTP over UDP over IPv4/IPv6 over Ethernet

»  Either of the above encapsulations over MPLS pseudowire over Ethernet
*  PTP over UDP over IPv4/IPv6 over MPLS over Ethernet

The switches support two separate timing domains; one for Synchronous Ethernet and data path
forwarding, and one for PTP timing synchronization. This gives the system designer control over how
these two timing architectures interact.

Ethernet and MPLS OAM

Hardware MEP functions are implemented for Ethernet and MPLS OAM using Versatile OAM engines
(VOE). Hierarchical MEP functionality is supported up to four layers deep, including a mix of Up and
Down MEPs. Each incoming OAM frame is processed by the assigned VOE, which includes verification
of the frame contents against configurations, forwarding based on the MEG level, and processing
according to the received MPLS or Ethernet OAM type.

In combination with the MEPs, hardware MIPs can implement a mix of Down-MIP and Up-MIP half
functions, which include verifying the OAM frame contents against configurations and providing the
frame to the CPU for further processing.

Ethernet OAM

The switch supports various Ethernet OAM layer interactions as defined in ITU-T Y.1731, IEEE 802.3,
and |IEEE 802.1ag. The following Ethernet OAM functions are supported in hardware. Other Ethernet
OAM functions are supported, but require CPU interaction.

»  Continuity check CCM frame generation and checking with sub-millisecond transmission periods,
including support for RDI and sequence number functions.

*  Loopback with frame generation and checking for both LBM and LBR, and the Loopback Responder
function receiving LBM and replying with LBR at full rate including MAC address swapping.

+  Frame loss measurements with hardware-accurate counter readings supporting single-ended and
dual-ended measurements. Single-ended loss measurements use LMM and LMR, whereas dual-
ended loss measurements use CCM.

+  Frame delay measurements with hardware-accurate time stamps supporting one-way and two-way
delay measurements. One-way delay measurements use 1DM, whereas two-way delay
measurements DMM and DMR.

+  Test frame generation and checking.

MPLS OAM

The switch supports the following MPLS and pseudowire OAM. Hardware supports MPLS OAM channel
detection for all formats listed. Hardware also provides Bidirectional Forwarding Detection (BFD) OAM
generation and checking with sub-millisecond transmission periods.

Other MPLS OAM functions are supported, but require CPU interaction.

+  Ethernet OAM: Inside MPLS pseudowire.

*  Pseudowire OAM: The OAM channel for VCCV types 1-3 detected per IETF RFC5085, also “type 4”
OAM channel detected using MPLS-TP GAL.

. MPLS-TP OAM: GAL/G-ACH detected as per IETF RFC5586, which detects the OAM channel as
described in both ITU-T G.8113.2 (MPLS-TP using tools defined for MPLS, based on IETF MPLS
OAM) and ITU-T G.8113.1 (MPLS-TP in Packet Transport Network, based on ITU-T Y.1731 OAM)

*  MPLS-TP Bidirectional Forwarding Detection (BFD): ACH-encapsulated within pseudowires and
LSPs as per IETF RFC6428.
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2.10.12.3 CPU Subsystem

The devices contain a powerful, 500 MHz MIPS24KEc-compatible microprocessor, a high bandwidth
Ethernet Frame DMA engine, and a DDR3/DDR3L controller supporting up to 1 gigabyte (GB) of
memory. This complete system-on-chip supports Linux or embedded operating systems, enabling full
management of the switch and advanced software applications.

The device supports external CPU register access by the on-chip PCle 1.x endpoint controller, by
specially formatted Ethernet frames on the NPI port (Versatile Register Access Protocol), or by register
access interface using SPI protocol. External CPUs can inject or extract Ethernet frames by the NPI port,
by PCle DMA access, or by register read/writes (using any register-access interface).
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3 Functional Descriptions

This section describes the functional aspects of the VCS7438-02, VSC7464-02, and VSC7468-02
devices, including available configurations, operational features, and testing functionality. It also defines
the device setup parameters that configure the devices for a particular application.

The functional descriptions in this section contain some information shared across multiple switch
families. As a result, some functional descriptions do not apply to the Carrier Ethernet switch family.
Stacking is not supported, and any reference to stacking, stacking links, and learn-all frames should be
ignored. Note that even though stacking is not supported, the VStaX header is used by the Carrier
Ethernet switch family as an internal frame header and communication with external CPUs.

The following illustration shows an RTL block diagram of the physical blocks in the devices and how the
blocks interconnect. The functional aspects of each block is provided in following sections. The grayed-
out blocks represent the VCore-Ill and DEVCPU blocks. For more information about the VCore-lll and
DEVCPU blocks, see VCore-lll System and CPU Interfaces, page 408.

Figure 11 « Physical Block Diagram
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3.1 Register Notations
This datasheet uses the following general register notations.
<TARGET>:<REGISTER_GROUP>:<REGISTER>.<FIELD>
<REGISTER_GROUP> is not always present. In that case the following notation is used:
<TARGET>::<REGISTER>.<FIELD>
When a register group does exist, it is always prepended with a target in the notation.

In sections where only one register is discussed or the target (and register group) is known from the
context, the <TARGET>:<REGISTER_GROUP>: may be omitted for brevity leading to the following
notation:

<REGISTER>.<FIELD>

When a register contains only one field, the .<FIELD> is not included in the notation.
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When referring to a specific instance of a register group, specific register instance, or a specific bit in a
field, square brackets are used, for example:

<TARGET>:<REGISTER_GROUP>[<register group instance>]:<REGISTER>.<FIELD>
<TARGET>:<REGISTER_GROUP>:<REGISTER>[<register instance>].<FIELD>
<TARGET>:<REGISTER_GROUP>:<REGISTER>.<FIELD>[<bit number>]

Frame Headers

This section describes the internal header formats used within the devices that are visible in frames to
and from the CPU, NPI port, and in frames exchanged between devices in multichip configurations.

The header formats are internal frame header (IFH) and VStaX header.

Internal frame header (IFH) |FH is used when extracting frames to CPU and injecting frames from
CPU. The IFH can also be inserted into frames transmitted on the NPI port. The IFH includes a VStaX
header.

VStaX header The VStaX header can be used for transmission to and from an NPI port.

3.21 Internal Frame Header Placement
The following illustration shows internal frame header placement.

Figure 12 « Frame with Internal Frame Header

Bit 223 Bit 0
No Prefix: ‘ Internal Frame Header I DMAC ‘ SMAC Frame data
Bit 223 Bit 0
Short Prefix: ‘ ANY DMAC | Any SMAC |0x8880|0x0009| Internal Frame Header DMAC ‘ SMAC | Frame data
Bit 223 Bit 0
Long Prefix: ‘ ANY DMAC | Any SMAC | VLAN tag |0x8880|0x0009| Internal Frame Header I DMAC ‘ SMAC Frame data
|:| Field removed before transmitted

Frames are injected without prefix from internal CPU or directly attached CPU.
Frames can be injected with a prefix to accommodate CPU injection from a front port (that may be
directly attached), controlled by ASM:CFG:PORT_CFG.INJ_FORMAT_CFG.
The internal frame header and optional prefix is removed before transmitting the frame on a port. It is
only visible to the user when injecting and extracting frames to or from the switch core and optionally
when sending/receiving frames using the NPI port.
It is possible to configure a port to transmit frames with internal frame headers using
REW:COMMON:PORT_CTRL.KEEP_IFH_SEL. It is also possible to only transmit CPU redirected
frames with Internal frame headers using REW:COMMON:GCPU_CFG.GCPU_KEEP_IFH.

3.2.2 Internal Frame Header Layout

The internal frame header is 28 bytes long. The following illustration shows the layout.
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Figure 13 « Internal Frame Header
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The following table shows the internal frame header fields, including information whether a field is
relevant for injection, extraction, or both.

Table 2 « Internal Frame Header Fields

Field Category Field Name Bit Width Description
TS TSTAMP 223:192 32 bits Arrival time stamp in nanoseconds.
DST when RSV 191:181 11 bits Reserved field. Must be set to 0.

FWD.DST_MODE is DST PORT MASK  180:128  53bits _ Injection destination port mask where

INJECT each bit representing a physical port (only
used for injection).
DST when RSV 191:190 2 bits Reserved field. Must be set to 0.
E‘gg A?DST—MODE is RT_FWD 189 1 bit Update IP4 TTL and chksum/ipé Hopent.
SWAP_MAC 188 1 bit Instruct rewriter to swap MAC addresses.
TAG_TPID 187:186 2 bits Tag protocol IDs.

0: Standard TPID as specified in
VSTAX.TAG.TAG_TYPE.

1: custom1 stag TPID.

2: custom2 stag TPID.

3: custom3 stag TPID.

RSV 185:184 2 bits Reserved field. Must be set to 0.
GEN_IDX 183:174 10 bit Generic index.

VS| when GEN_IDX_MODE = 1.
GEN_IDX_MODE 173 1 bit 0: Reserved.

1: VSL
PROT_ACTIVE 172 1 bit Protect is active.

PDU_W16_OFFSET 171:166 6 bits PDU WORD16 (= 2 bytes) offset from
W16_POP_CNT to Protocol data unit
(PDU).

PDU_TYPE 164:162 3 bits PDU type used to handle OAM, PTP and
SAT.

: None.

: OAM_Y1731.

: OAM_MPLS_TP.

PTP.

:IP4_UDP_PTP.

:IP6_UDP_PTP.

: Reserved.

: SAM_SEQ.

CL_RSLT 162:147 16 bits Classified MATCH_ID combined from
VCAP CLM and VCAP IS2. Used if the
frame is forwarded to the CPU.

N WN 2O

MPLS_TTL 146:139 8 bits TTL value for possible use in MPLS label.

MPLS_SBIT 138 1 bit SBIT of last popped MPLS label. for
possible use in MPLS label.

MPLS_TC 137:135 3 bits TC value for possible use in MPLS label.
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Table 2 « Internal Frame Header Fields (continued)
Field Category Field Name Bit Width Description
DST when TYPE_AFTER_POP 134:133 2 bits 0: ETH - Normal Ethernet header, starting
FWD.DST_MODE is with DMAC.
ENCAP 1: CW.
First 4 bits:
4: |Pv4 header.
6: IPv6 header.
Others: MPLS CW (see RFC 4385)
2: MPLS. MPLS shim header follows.
W16_POP_CNT 132:128 5 bits Number of WORD16 (= 2 bytes) to be
popped by rewriter, starting from
beginning of frame.
DST when RSV 191:183 9 bits Reserved field. Must be set to 0.
FWD.DST_MODE is : .
“L3UC” (only used for ERLEG 182:176 7 bits Egress router leg.
extraction) NEXT_HOP_DMAC 175:128 48 bits Next hop DMAC. Only used for unicast
routing.
DST when RSV 191:152 40 bits Reserved field. Must be set to 0.
FWD.DST_MODE is L3MC_GRP_IDX 151142 10bits __IP multicast group used for L3 multicast
L3MC” (only used for .
. copies.
extraction)
ERLEG 141:135 7 bits Egress router leg.
COPY_CNT 134:128 7 bits Number of multicast routed copies. Only
used for multicast routing.
VSTAX 127:48 80 bits VStaX. See VStaX Header, page 29.
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Table 2 « Internal Frame Header Fields (continued)
Field Category Field Name Bit Width Description
FWD AFI_INJ 47 1 bit Injected into AFI.
RSV 46 1 bit Reserved field. Must be set to 0.
ESO_ISDX_KEY_EN 45 1 bit Controls use of ISDX in ESO key.
A
RSV 44 1 bit Reserved field. Must be set to 0.
VSTAX_AVAIL 43 1 bit Received by ANA with valid VSTAX
section.
Extract: Frame received by ANA with valid
VSTAX section.
Inject: Frame to be forwarded based on
VSTAX section.
UPDATE_FCS 42 1 bit Forces update of FCS.
0: Does not update FCS. FCS is only
updated if frame is modified by hardware.
1: Forces unconditional update of FCS.
RSV 41 1 bit Reserved field. Must be set to 0.
DST_MODE 40:38 3 bits Controls format of IFH.DST.
0: ENCAP
1: L3UC routing
2: L3MC routing
3: INJECT
Others: Reserved
SFLOW_MARKING 37 1 bit Frame forwarded to CPU due to sFlow
sampling. Only valid for extraction.
AGED 36 1 bit Must be set to 0. Set if frame is aged by
QSYS. Only valid for extraction.
RX_MIRROR 35 1 bit Signals that the frame is Rx mirrored.
Only valid for extraction.
MIRROR_PROBE 34:33 2 bits Signals mirror probe for mirrored traffic.

Only valid for extraction.
0: Not mirrored.
1-3: Mirror probe 0-2.

SRC_PORT 32:27 6 bits Physical source port number.
May be set by CPU to non-CPU port
number to masquerade another port.

DO_NOT_REW 26 1 bit Controlled by CPU or
ANA_CL:PORT:QOS_CFG.KEEP_ENA
and prevents the rewriter from making any
changes of frames sent to front ports
when set. Only valid for injection.
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Field Category Field Name Bit

Width

Description

MISC PIPELINE_ACT 25:23

3 bits

Pipeline action specifies if a frame is
injected, extracted, or discarded.

: None

1 INJ

1 INJ_MASQ

: Reserved

XTR

: XTR_UPMEP

: LBK_ASM

:LBK_QS

NOORWN 2O

PIPELINE_PT 22:18

5 bits

Pipeline point specifies the location where
a frame is injected, extracted, or
discarded.

0: None

1: ANA_VRAP

2: ANA_PORT_VOE
3: ANA_CL

4: ANA_CLM

5: ANA_IPT_PROT

6: ANA_OU_MIP

7: ANA_OU_SwW

8: ANA_OU_PROT

9: ANA_OU_VOE

10: ANA_MID_PROT
11: ANA_IN_VOE

12: ANA_IN_PROT
13: ANA_IN_SW

14: ANA_IN_MIP

15: ANA_VLAN

16: ANA_DONE

17: REW_IN_MIP

18: REW_IN_SW

19: RE_IN_VOE

20: REW_OU_VOE
21: REW_OU_SW

22: REW_OU_MIP
23: REW_SAT

24: REW_PORT_VOE
25: REW_VRAP

CPU_MASK 17:10

8 bits

CPU extraction queue mask.

TAGGING POP_CNT 9:8

2 bits

Controlled by CPU or
ANA_CL:PORT:VLAN_CTRL.VLAN_POP
_CNT or CLM VLAN_POP_CNT_ENA
and causes the rewriter to pop the
signaled number of consecutive VLAN
tags. If ENCAP.W16_POP_CNT >0 and
TYPE_AFTER_POP = ETH POP_CNT
applies to inner Ethernet layer.
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Table 2 « Internal Frame Header Fields (continued)
Field Category Field Name Bit Width Description
QOS TRANSP_DSCP 7 1 bit Controlled by CPU or
ANA_CL:PORT:QOS_CFG.
DSCP_KEEP_ENA and prevents the
rewriter from remapping DSCP values of
frames sent to front ports when set.
UPDATE_DSCP 6 1 bit Controlled by CPU,
ANA_CL:PORT:QOS_CFG
DSCP_REWR_MODE_SEL, CLM
DSCP_ENA or ANA_CL:MAP_TBL:
SET_CTRL.DSCP_ENA and causes the
rewriter to update the frame’s DSCP value
with IFH.QOS.DSCP for frames sent to
front ports when set.
DSCP 5:0 6 bits DSCP value.
The IFH is only used to control the rewriter on front ports or send to CPU. It is not transmitted with the
frame. For CPU ports, the information in the extraction IFH is for reference purposes only.
3.23 VStaX Header
When frames are sent to or from the NPI port, or when connecting multiple switches together, an optional
VStaX header is inserted into the frames.
The VStaX header consists of a 10-byte payload and is preceded by 2 bytes for the Microsemi EtherType
(0x8880). That is, a total of 12 bytes are inserted into the frame, as shown in the following illustration.
Figure 14+ Frame With VStaX Header
- FCs >
Bit 79 Bit O
‘ Preamble ‘ DMAC SMAC 0x8880 VStaX Header, bit 79-0 Flgaa’t“ae

Microsemi EtherType

The layout of the 10-byte VStaX header is shown in the following illustration. In VStaX context, each
switch in a stack is termed a unit.
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Figure 15+ VStaX Header Layout

vstax2_isdx_ena=1 vstax2_isdx_ena=0

78 78,
COSID e
76 MUST BE 1 79
75 78
rsv
ISDX
68 MISC
67
AC
64 64
61 64
cL DP gé 05
L RSV
SP 59 - 62
58 oL
CL_QOS
56
INGR_DROP_MODE| 55 QO0s
RSV 55
RSV 54
53
TTL
48
LRN_MODE 2(73 GENERAL
FWD_MODE
44
fwd_gmirror
fwd_stack . = 44
fwd_llookup fwd_gcpu_all fwd_gcpu_ups fwd_multicast fwd_physical fwd_logical rsv 43
42 RSV 42 RSV 42 RSV 42 RSV 42 |DST_PORT_TYPE|42 42
TTL_KEEP 41 41 41 41 41
40
DST_UPSID DST_UPSID DST_UPSID
RSV
REW_CMD 37 37 37 DST
36 RSV 36 MC_IDX 36 36
35 35
DST_PN DST_PN DST_PN DST_PN
32 32 32 32 32 32 32
it 51
31
CL_PCP
29
CL_DEI 28
27
TAG
CL_VID
16
WAS_TAGGED |15
TAG_TYPE 14
INGR_PORT_TYPE | | 12
port_type_intpn port_type_upspn o
[SRC_PORT_TYPE[11 [SRC_PORT_TYPE]11 ] TSV
SRC_ADDR_MODE | 10
_sre...ind..port nd_port src_glag
9 9 SRC
SRC_UPSID SRC_UPSID
5 5
RSV 2 2 SRC_GLAGID
Two values defined for src_intpn: 3 o
0Oxf: |_ntpn7dlookup T/ SRC_INTPN SRC_UPSPN
Oxe: intpn_router
0 0 0
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The following table describes each field in the VStaX header.

Table 3 VStaX Header Fields

Field Category Field Name Bit Width  Description

Reserved RSV 79 1 bit Reserved field. Must be set to 1 when injecting
frames and must be checked on extraction.

MISC when COSID 78:76 3 bits Class of service.

ANA_AC:PS_COMMO
N.VSTAX2_MISC_ISD
X_ENA=1

ISDX 75:64 12 bits  Ingress service index.

MISC when RSV 78:68 11 bits  Reserved field. Must be set to 0 when injecting
ANA_AC:PS_COMMO frames from CPU and ignored on extraction.

N.VSTAX2_MISC_ISD ; - -
X_ENA=0 AC 67:64 4 bits GLAG aggregation code

Reserved RSV 63:62 2 bits Reserved field. Must be set to 0.

QOS CL_DP 60:61 2 bits Classified drop precedence level.

SP 59 1 bit Super priority.
Identifies frames to be forwarded between CPUs
of neighboring units, using egress and ingress
super priority queues in the assembler and
disassembler.

CL_QOS (IPRIO) 58:56 3 bits Classified quality of service value (internal
priority).

INGR_DROP_MOD 55 1 bit Congestion management information.
E 0: Ingress front port is in flow control mode.
1: Ingress front port is in drop mode.

Reserved RSV 54 1 bit Reserved field. Must be set to 0.

General RSV 53 1 bit Reserved field. Must be set to 0.

TTL 52:48 5 bits Time to live.

LRN_MODE 47 1 bit 0: Normal learning. SMAC and VID of the frame is
subject to learning.
1: Skip learning. Do not learn SMAC and VID of
the frame.

FWD_MODE 46:44 3 bits Forward mode.
Encoding:
0x0: FWD_LLOOKUP: Forward using local lookup
in every unit.
0x1: FWD_LOGICAL: Forward to logical front port
at specific UPS.
0x2: FWD_PHYSICAL: Forward to physical front
port at specific UPS.
0x3: FWD_MULTICAST: Forward to ports part of
multicast group.
0x4: FWD_GMIRROR: Forward to global mirror
port.
0x5: FWD_GCPU_UPS: Forward to GCPU of
specific UPS.
0x6: FWD_GCPU_ALL: Forward to all GCPUs.
0x7: Reserved.

Reserved RSV 43 1 bit Reserved field. Must be set to 0.
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Table 3« VStaX Header Fields (continued)
Field Category Field Name Bit Width Description
VSTAX.DST when REW_CMD 42:32 11 bits  VCAP IS2 action REW_CMD.
VSTAX.FWD_MODE is
FWD_LLOOKUP or
FWD_GMIRROR
VSTAX.DST when DST_PORT_TYPE 42 1 bit Destination port type. Encoding:
VSTAX.FWD_MODE is 0: Front port
FWD_LOGICAL 1: Internal port
DST_UPSID 41:37 5 bits Destination unit port set ID.
DST_PN 36:32 5 bits Logical destination port at unit identified by
dst_upsid.
VSTAX.DST when RSV 42 1 bit Reserved field. Must be set to 0.
VSTAX.FWD_MODE is : ; — .
FWD_PHYSICAL DST_UPSID 41:37 5 bits Destination unit port set ID.
DST_PN 36:32 5 bits Physical destination port at unit identified by
dst_upsid.
VSTAX.DST when RSV 42 1 bit Reserved field. Must be set to 0.
VSTAX.FWD_MODE is : - X - .
FWD_MULTICAST MC_IDX 41:32 10 bits  Forward to ports part of this multicast group index.
VSTAX.DST when RSV 42 1 bit Reserved field. Must be set to 0.
VSTAX.FWD_MODE is : ; — .
FWD_GCPU_UPS DST_UPSID 41:37 5 bits Destination unit port set ID.
RSV 36 1 bit Reserved field. Must be set to 0.
DST_PN 35:32 4 bits CPU destination port at unit identified by
dst_upsid.
VSTAX.DST when RSV 42 1 bit Reserved field. Must be set to 0.
VSTAX.FWD_MODE is - . - X -
FWD_GCPU_ALL TTL_KEEP 41 1 bit Special TTL handling used for neighbor discovery.
RSV 40:36 5 bits Reserved field. Must be set to 0.
DST_PN 35:32 4 bits CPU destination port at unit identified by
dst_upsid.
TAG CL_PCP 31:29 3 bits Classified priority code point value.
CL_DElI 28 1 bit Classified drop eligible indicator value.
CL_VID 27:16 12 bits  Classified VID.
WAS_TAGGED 15 1 bit If set, frame was VLAN-tagged at reception.
TAG_TYPE 14 1 bit Tag type.
0: C-tag (EtherType 0x8100).
1: S-tag (EtherType 0x88A8).
INGR_PORT_TYPE 13:12 2 bits Ingress ports type for private VLANs/Asymmetric

VLANS.

00: Pro