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Revision History

This section describes the changes that were implemented in this document. The changes are listed by
revision, starting with the most current publication.

Revision 4.2

Revision 4.2 of this datasheet was published in April 2019. The following is a summary of the changes
implemented in the datasheet:

. Frame Arrival section was updated. For more information, see Frame Arrival, page 10.

*  MIIM Interface in Slave Mode section was updated with a note. For more information, see MIIM
Interface in Slave Mode, page 171.

*  April 2019VeriPHY™ Cable Diagnostics section was updated. For more information, see VeriPHY™
Cable Diagnostics, page 46.

*  VeriPHY control registers were deleted. For more information, see PHY:PHY_EXT1, page 620.

»  Design considerations were added to address issues with 1588 out-of-sync and copper ports. For
more information, see Design Considerations, page 726.

Revision 4.1

Revision 4.1 of this datasheet was published in September 2014. In revision 4.1 of the document, the
package drawing was updated to reflect two top views, which represent one of two packages customers
can expect to receive. The maximum package height was changed to 2.44 mm. For more information,
see Package Drawing, page 836.

Revision 4.0

Revision 4.0 of this datasheet was published in October 2012. The following is a summary of the
changes implemented in the datasheet:

*  The one-second timer synchronization output pulse goes active one system clock cycle (4 ns) after
the internal one-second timer rolls over. For more information, see One-Second Timer
Synchronization Pulse Output, page 132.

+ Errata items, which were previously published in the VSC7428-02 and VSC7429-02 Errata revision
1.0 as open issues, are now reconciled in the datasheet. Now that the information is available in the
datasheet, the previously published errata document no longer applies, and it has been removed
from the Vitesse Web site. For more information about the design considerations, see Design
Considerations, page 726.

Revision 2.0

Revision 2.0 of this datasheet was published in September 2012. This was the first publication of the
document.
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2 Introduction

This document consists of descriptions and specifications for both functional and physical aspects of the
VSC7428-02 and VSC7429-02 devices. It is intended for system designers and software developers.

In addition to the datasheet, Microsemi maintains an extensive part-specific library of support and
collateral materials that you may find useful in developing your own product. Depending upon the
Microsemi device, this library may include:

»  Application notes that provide detailed descriptions of the use of the particular Microsemi product to
solve real-world problems

*  White papers published by industry experts that provide ancillary and background information useful
in developing products that take full advantage of Microsemi product designs and capabilities

»  User guides that describe specific techniques for interfacing to the particular Microsemi products

+ Reference designs showing the Microsemi device built in to applications in ways intended to exploit
its relative strengths

»  Software Development Kits with sample commands and scripts

*  Presentations highlighting the operational features and specifications of the devices to assist in
developing your own product road map

+ Input/Output Buffer Information specification (IBIS) models to help you create and support the
interfaces available on the particular Microsemi product

Visit and register as a user on the Microsemi Web site to keep abreast of the latest innovations from
research and development teams and the most current product and application documentation. The
address of the Microsemi Web site is www.Microsemi.com.

2.1 Register Notation
This datasheet uses the following general register notation:
<TARGET>:<REGISTER_GROUP>:<REGISTER>.<FIELD>
<REGISTER_GROUP> is not always present. In that case, the following notation is used:
<TARGET>::<REGISTER>.<FIELD>
When a register group does exist, it is always prepended with a target in the notation.

In sections where only one register is discussed, or the target (and register group) is known from the
context, the <TARGET>:<REGISTER_GROUP>: may be omitted for brevity, and uses the following
notation:

<REGISTER>.<FIELD>

Also, when a register contains only one field, the .<FIELD> is not included in the notation.

2.2 Standard References

This document uses the following industry references.

VMDS-10394 VSC7428-02 and VSC7429-02 Datasheet Revision 4.2 2
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Table 1« Referenced Documents

Document Title Revision
IEEE

IEEE 802.1ad 802.1Q Amendment 4: Provider Bridges -2005
IEEE P802.1ag 802.1Q Amendment 5: Connectivity Fault Management (CFM)  Evolving
IEEE 802.1D  Media Access Control (MAC) Bridges -2004
IEEE 802.1Q  Virtual Bridged Local Area Networks -2005
IEEE 802.3 Local and metropolitan area networks — Specific requirements -2008

Carrier sense multiple access with collision detection
(CSMA/CD) access method and physical layer specifications

IEEE 802.3az Standard for Information Technology - Telecommunications and -2010
Information Exchange Between Systems - Local and
Metropolitan Area Networks - Specific Requirements Part 3:
Carrier Sense Multiple Access with Collision Detection
(CSMA/CD) Access Method and Physical Layer Specifications -
Amendment: Media Access Control Parameters, Physical
Layers and Management Parameters for Energy-Efficient

Ethernet
IEEE 1588 Precision Clock Synchronization Protocol for Networked -2008
Measurement and Control Systems
MEF
MEF-9 Abstract Test Suite for Ethernet Services at the UNI October 2004
MEF-10.1 Ethernet Services Attributes Phase 2 November 2006
MEF-14 Abstract Test Suite for Traffic Management Phase 1 November 2005
MEF-16 Ethernet Local Management Interface (E-LMI) January 2006
ITU-T
Y.A731 OAM Functions and Mechanisms for Ethernet Based Networks 5/22/2006
G.8261 Timing and Synchronization Aspects in Packet Networks 12/14/2006
IETF
RFC-2236 Internet Group Management Protocol, Version 2 (IGMPv2) November 1997
RFC-2710 Multicast Listener Discovery for IPv6 (MLDv1) October 1999
RFC-2819 Remote Network Monitoring (RMON) MIB May 2000
RFC-2863 The Interfaces Group MIB June 2000
RFC-3376 Internet Group Management Protocol, Version 3 (IGMPv3) October 2002
RFC-3635 Definitions of Managed Obijects for Ethernet-like Interface Types September 2003
Other
ENG-46158 Cisco Serial GMII (SGMII) Specification 1.7
EDCS-540123 Cisco QSGMII Specification 1.3
JESD79 DDR2 SDRAM Specification 2B
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2.3 Terms and Abbreviations

The following terms and abbreviations are used throughout this document.

Table 2 « Terms and Abbreviations
Term Explanation
ACL Access Control List
ASP Vitesse Arrival Service Point (see SP).
CFM IEEE Connectivity Fault Management.
DEI IEEE Drop Eligible Indicator.
DP Drop Precedence
DSP Vitesse Departure Service Point (see SP).
E-LMI MEF Ethernet Local Management Interface.
EPL, EVPL MEF Ethernet Private Line, Ethernet Virtual Private Line service.

EP-LAN, EVP-LAN

MEF Ethernet Private LAN, Ethernet Virtual Private LAN service.

EP-TREE, EVP-TREE

MEF Ethernet Private TREE, Ethernet Virtual Private TREE service.

EVC MEF Ethernet Virtual Connection.

PAG Policy association group. Used to map many services to a shared
security Policy.

PB IEEE 802.1AD Provider Bridging (also known as “Q-in-Q”).

PCP IEEE Priority Code Point interpretation of Ethernet Priority (also known
as 802.1p) bits.

SP Vitesse Service Point. A reference point inside the CE Switch where
service policy is applied. Service policy includes policing, statistics,
tagging/encapsulation, QoS, and connectivity.

VCAP-II Vitesse Content Aware Processor, TCAM-based classification and
security.

VID IEEE VLAN Identifier.

Classified VLAN

The final VLAN ID classification of a frame used in the forwarding
process. The classified VLAN is the result of basic and advanced
classification.

Basic VLAN

The VLAN ID returned by the basic classification. A basic VLAN is
assigned to every frame as a default classified VLAN if no more
advanced VLAN classification is carried out on the frame.
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Product Overview

The Caracal family of Carrier Ethernet switches are pin-compatible devices and provide port counts
ranging from 11 Ethernet ports to 26 Ethernet ports. Up to 12 ports include a Gigabit copper PHY, and the
remaining ports provide single and quad SGMII (QSGMII) and SerDes interfaces. Up to two ports can run
at 2.5 Gbps.

These devices provide a rich set of Carrier Ethernet switching features such as queue-based Ethernet
services, provider bridging, protection switching, and synchronous Ethernet. Advanced TCAM-based
VLAN and QoS processing enables delivery of differentiated services with per-service SLA guarantees.
Security is assured through frame processing using a TCAM-based Vitesse Content Aware Processor
(VCAP-II). In addition, the Caracal devices contain a powerful 416 MHz CPU enabling full management
of the switch.

The Caracal family contains the following two products:

*  VSC7428-02 has a maximum of 11 Ethernet ports selectable from the following interfaces:
8x 1G copper PHY
9x 1G SGMII

2x 2.5G SGMII
»  VSC7429-02 supports three major port configurations:

12x 1G copper PHY + 3x QSGMII + 1x 1G SGMIIl + 1x 2.5G  SGMI|
12x 1G copper PHY + 10x 1G SGMII + 2x 2.5G SGMI|
10x 1G copper PHY + 2x QSGMII + 8x 1G SGMII

General Features

*  All 1G Ethernet ports are tri-speed 10/100/1000 Mbps ports

*  All 2.5G Ethernet ports are quad-speed 10/100/1000/2500 Mbps ports

* Integrated copper transceivers are compliant with IEEE 802.3ab and support Microsemi ActiPHY ™
link down power savings and PerfectReach™ smart cable reach algorithm

+  SGMII ports support both 100-BASE-FX and 1000-BASE-X-SERDES

*  Four megabits of integrated shared packet memory

*  Fully nonblocking wire-speed switching performance for all frame sizes

»  Eight priorities and eight queues per port

«  Dual leaky bucket policing per queue and per port

+ DWRR scheduler/shaper per queue and per port with a mix of strict and weighted queues

+ 256 TCAM-based egress tagging entries

+  Up to 256 TCAM-based classification entries for Quality of Service (QoS) and VLAN membership

*  Up to 512 host identity entries for source IP guarding

+ 256 TCAM-based security enforcement entries

* L1 Synchronous Ethernet

+ L2 IEEE 1588-2008 Precision Time Protocol (IEEE 1588) with hardware-based timestamping for
one-step or two-step clocks

»  Energy Efficient Ethernet (IEEE 802.3az) is supported by both the switch core and the internal
copper PHYs

» Audio/Video bridging (AVB) with support for time-synchronized, low-latency audio and video
streaming services

+  VCore-lll CPU system with integrated 416 MHz MIPS 24KEc™ CPU with MMU and DDR2 SDRAM
controller

VMDS-10394 VSC7428-02 and VSC7429-02 Datasheet Revision 4.2 5
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3.1.1 Layer-2 Switching

8,192 MAC addresses

* 4,096 VLANSs (IEEE 802.1Q)

»  Push/pop/translate up to two VLAN tags; translation on ingress and/or on egress

+ TCAM-based VLAN classification and translation with pattern matching against Layer 2 through
Layer 4 information such as MAC addresses, VLAN tag header, EtherType, DSCP, IP addresses,
and TCP/UDP ports and ranges

+ Upto 256 QoS and VLAN TCAM entries

» 256 VLAN egress tagging TCAM entries

»  Link aggregation (IEEE 802.3ad)

»  Link aggregation traffic distribution is programmable and based on Layer 2 through Layer 4
information

*  Wire-speed hardware-based learning and CPU-based learning configurable per port

* Independent and shared VLAN learning

+  Provider Bridging (VLAN Q-in-Q) support (IEEE 802.1ad)

* Rapid Spanning Tree Protocol support (IEEE 802.1w)

*  Multiple Spanning Tree Protocol support (IEEE 802.1s)

+  Jumbo frame support up to 9.6 kilobytes with programmable MTU per port

3.1.2 Multicast

* 8K L2 multicast group addresses with 64 port masks

+ 8K IPv4/IPv6 multicast groups

* Internet Group Management Protocol version 2 (IGMPv2) support

* Internet Group Management Protocol version 3 (IGMPv3) support with source specific multicast
forwarding

*  Multicast Listener Discovery (MLDv1) support

»  Multicast Listener Discovery (MLDv2) support with source specific forwarding (32-bit LSB of SIP
used for indexing source IP address)

31.3 Carrier Ethernet

«  Provider Bridge (Q-in-Q) switch

8K MACs, 4K VLANs
*  Per queue MEF E-LINE or per port MEF E-LAN, E-TREE Service Points

Per port per queue Dual Leaky Bucket Service Policers with PCP or DSCP  remarking per
Service Point

Statistics and Tagging options per Service Point
*  OAM hardware for generating CCM messages, CCM checking is done by software

Software for OAM and protection switching
* L1 Synchronous Ethernet
+ L2 IEEE 1588 timestamping hardware, with one-step and two-step clock support
+ Enhanced Carrier Ethernet software API

3.1.4 Quality of Service

+  Eight QoS queues per port with strict or deficit weighted round-robin scheduling (DWRR)

+ TCAM-based QoS classification with pattern matching against Layer 2 through Layer 4 information
+ 256 QoS and VLAN TCAM entries

+  DSCP translation, both ingress and/or egress

+ DSCP remarking based on QoS class and drop precedence level

* VLAN (PCP, DEI, and VID) translation, both ingress and egress

+ PCP and DEI remarking based on QoS class and drop precedence level

»  Per-queue and per-port policing and shaping, programmable in steps of 100 kbps

»  Per-flow policing through TCAM-based pattern matching, up to 256 policers

*  Full-duplex flow control (IEEE 802.3X) and half-duplex backpressure, symmetric and asymmetric
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Security

Vitesse Content Aware Processor (VCAP-II) packet filtering engine using ACLs for ingress and
egress packet inspection:
256 security VCAP entries

Up to 256 shared VCAP rate policers with rate measurements in frames per second or bits per
second

Eight shared range checkers supporting ranges based on TCP/UDP port numbers, DSCP
values, and VLAN identifiers

VCAP match patterns supporting generic MAC, ARP, IPv4, and IPv6 protocols
VCAP actions including permit/deny, police, count, CPU-copy, and mirror
Special support for IP fragments, UDP/TCP port ranges, and ARP sanity check
Extensive CPU DoS prevention by VCAP rate policers and hit-me-once functions

Surveillance functions supported by 32-bit VCAP counters
Generic storm controllers for flooded broadcast, flooded multicast, and flooded unicast traffic
Selectable CPU queues for segregation of CPU redirected traffic, with 8 queues supported
Per-port, per-address registration for snooping of reserved IEEE MAC addresses (BPDU, GARP,
CCMI/Link trace)
Port-based and MAC-based access control (IEEE 802.1X)
Per-port CPU-based learning with option for secure CPU-based learning
Per-port ingress and egress mirroring
Mirroring per VLAN and per VCAP match

Management

MIPS 24KEc™ CPU system with memory management unit (MMU), and 32 kilobytes of instruction
cache (I-cache) and 32 kilobytes of data cache (D-cache)

CPU frame extraction (eight queues) and injection (two queues) through DMA, which enables
efficient data transfer between Ethernet ports and CPU

EJTAG debug interface

Eight-bit DDR2 SDRAM interface

Thirty-two pin-shared general-purpose 1/Os

Eight-bit parallel slave interface through GPIOs

Serial LED controller controlling up to 32 ports with four LEDs each

Serial GPIO controller

PHY management controller

Per-port 32-bit counter set with support for the RMON statistics group (RFC 2819) and SNMP
interfaces group (RFC 2863)

Applications

VSC7428-02 and VSC7429-02 target the Customer Premise Equipment (CPE) or the Provider Edge
(PE) equipment and can be used to implement the access functions in these boxes.

VSC7428-02 and VSC7429-02 provide the required set of UNI features in a cost-effective manner:

Map Customer frame formats into Provider frame formats
Classify frames and map to appropriate QoS profiles

Apply Provider Bridge (Q-in-Q) encapsulations
Meter the customer traffic and ensure that the customer Service Level Agreement (SLA) is met

Police using MEF-defined Dual Leaky Bucket algorithm
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Mark frames as Committed (Green) or Discard Eligible (Yellow)
Provide correct QoS treatment (traffic management)

Provide traffic statistics per customer in a manner consistent with the SLA
. Enable end-to-end Service OAM by the customer, if allowed
* Implement the service as defined by the SLA

E-LINE for point-point or backhaul services
E-LAN for multipoint/bridged services

E-TREE for video distribution or backhaul services
«  Enable management and protection schemes as required by the Provider

Link Aggregation or other port protection schemes if used for access

OAM at the Operator and Service Provider levels for remote management, fault diagnosis, and
protection switching
»  Supports network timing and synchronization requirements as required
*  Synchronous Ethernet and IEEE 1588 functionality

Related Products

VSC7460 Jaguar-1: 24x 1G + 4x 10G Carrier Ethernet switch
VSC7462 Lynx-1: 12x 1G + 2x 10G Carrier Ethernet switch

Both Jaguar-1 and Lynx-1 provide comprehensive service and transport support for networks based on
Provider Bridge, Provider Backbone Bridge (PBB), Provider Backbone Bridge with Traffic Engineering
(PBB-TE), and Multi-Protocol Label Switching (both MPLS and MPLS-TP).

Jaguar-1 and Lynx-1 are suitable for access devices as well as first level of aggregation within the
provider network. Compared to Caracal-1, Jaguar-1 and LynX-1 offer greater scale and these additional
capabilities:

*  Higher bandwidth support through 10 GbE ports

»  Traffic engineering and protection schemes

+  Ability to aggregate services already conditioned by other access gear while also offering new
services directly. Support for 4,096 dedicated services.

« Participation in Ethernet aggregation topologies such as meshes and rings.

Functional Overview

This section provides an overview all major blocks and functions involved in the bridging operation in the
same order as a frame traverses through the devices. It also outlines other major functionality of the
device such as the CPU port module, the CPU system, and CPU interfaces.

The following illustrations show the block diagrams for the VSC7428-02 and VSC7429-02 devices.
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Figure 1« VSC7428-02 Block Diagram
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Figure 2« VSC7429-02 Block Diagram
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3.41

For more information about the I/O muxing and the mapping from switch core port modules to external
1/Os, see Port Module Numbering and Macro Connections, page 18.

Frame Arrival

The Ethernet interfaces receive incoming frames and forward these to the port modules. Supported
interfaces include copper transceivers, QSGMII, SGMII, and SerDes.

The integrated low-power copper transceivers support full duplex operation at 10/100/1000 Mbps and
half-duplex operation at 10/100 Mbps. The key PHY features are:

*  Low power consumption in all modes through ActiPHY™ link down power savings, PerfectReach™
smart cable reach algorithm, and IEEE 802.3az Energy Efficient Ethernet idle power savings.
«  VeriPHY® cable diagnostics suite provides extensive network cable operating conditions and status.
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There are two programmable direct drive LEDs per port and adjustable brightness levels via register
controls with bi-color LED support using both LED pins. The devices also feature a serial LED controller
interface for driving LED pins on both internal and external PHYs.

The 1G SGMII and 2.5G SGMII ports support both 100BASE-X and 1000BASE-X-SERDES.

Each port module contains a Media Access Controller (MAC) that performs a full suite of checks, such as
VLAN Tag-aware frame size checking, frame check sequence (FCS) checking, and pause frame
identification.

Each port module connecting to a SerDes macro contains a Physical Coding Sublayer (PCS) which
perform 8 bits/10 bits encoding, auto-negotiation of link speed and duplex mode, and monitoring of the
link status.

Full-duplex is supported for all speeds, and half-duplex is supported for 10 Mbps and 100 Mbps.
Symmetric and asymmetric pause flow control are both supported.

All Ethernet ports support Energy Efficient Ethernet (EEE) according to IEEE 802.3az. The shared queue
system is capable of controlling the operating states, active or low-power, of the PCS or the internal
PHYs. Both the PCS and PHYs understand the line signaling as required for EEE. This includes
signaling of active, sleep, quiet, refresh, and wake.

Each QSGMII port can multiplex four port modules onto one I/O interface. Each of the underlying port
modules has its own MAC and PCS and can negotiate link speed and duplex mode independently of the
other port modules.

Basic and Advanced Frame Classification

Each frame is sent to the ingress processing module for classification to a VLAN, classification to a
Quality of Service (QoS) class, policing, drop precedence marking, collecting statistics, security
enforcement, and Layer-2 forwarding.

The classification is a combination of a basic classification using configurable logic and more advanced
classification using a TCAM.

The classification engine can understand up to two VLAN tags and can look for Layer-3 and Layer-4
information behind two VLAN tags. If frames are triple tagged, the higher-layer protocol information is not
extracted.

The following illustration shows the basic and advanced frame classification.

Basic and Advanced Frame Classification

—Frame Data—»|

Basic Classification Advanced Classification

——Frame Data—m»| QoS class—»

Frame Acceptance —Discard—>| I1S1 First lookup —DP level—p»

Untagged, S-tagged, C-tagged ? +—Classified DSCP-p»
Special frames

| VLAN tag_> 1S1 Second lookup [ Classified VLAN-3-

header
—VLAN pop countm-|

VLAN

—VLAN pop cnt—p=

VLAN tag from frame
Port VLAN

i

SMAC_SIP lookup

—Security profile—m

QoS class—p»|
——DP level—»
——DSCP value—m»|

——Host match—m»
QosS, DP, and DSCP

Key: port/mask, VLAN tag header (VID, PCP, DEI, TPID),
SMAC/DMAC, SIP/DIP, TCP/UDP ports, traffic type, DSCP,
range checkers

PCP from tag (inner or outer)
DSCP from frame, trusted values only
Remap/rewrite of DSCP

Port default Key (half jword): ingress port, SMAC, SIP

|_Aggregatio o

Aggregation Code h Code

L2-L4 frame data

The basic and advanced classification classifies each frame to a VLAN, a QoS class, a drop precedence
(DP) level, DSCP value, and an aggregation code. The basic classification also performs a general frame
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acceptance check. The output from the basic classification may be overwritten or changed by the more
intelligent advanced classification using the 1IS1 TCAM.

Frame Acceptance The frame acceptance filter checks for valid combinations of VLAN tags against
the ingress port’s VLAN acceptance filter where it is possible to configure rules for accepting untagged,
priority-tagged, C-, and S-tagged frames. In addition, the filter also enables discarding of frames with
illegal MAC addresses (for instance null MAC address or multicast source MAC address).

VLAN Every incoming frame is classified to a VLAN by the basic VLAN classification. This is based on
the VLAN in the frame, or if the frame is untagged or the ingress port is VLAN unaware, it is based on the
ingress port's default VLAN. A VLAN classification includes the whole TCI (PCP, DEI, and VID) and also
the TPID (C-tag or S-tag).

For double-tagged frames, it is selectable whether the inner or the outer tag is used.

The devices can recognize S-tagged frames with the standard TPID (0x88A8) or S-tagged frames using
a custom programmable value. One custom value is supported by the devices.

QoS, DP, and DSCP Each frame is classified to a Quality of Service (QoS) class and a drop
precedence level (frame color). The QoS class and DP level are used throughout the device for providing
queuing, scheduling, and congestion control guarantees to the frame according to what is configured for
that specific QoS class and color.

The QoS class and DP level in the basic classification are assigned based on the class of service
information in the frame’s VLAN tags (PCP and DEI) and/or the DSCP values from the IP header. Both
IPv4 and IPv6 are supported. If the frame is non-IP or untagged, the port’s default QoS class and DP
level are used.

The DSCP values can be remapped before being used for QoS. This is done using a common table
mapping the incoming DSCP to a new value. Remapping is enabled per port. In addition, for each DSCP
value, it is possible to specify whether the value is trusted for QoS purposes.

Each IP frame is also classified to an internal DSCP value. By default, this value is taken from the IP
header but it may be remapped using the common DSCP mapping table or rewritten based on the
assigned QoS class. The classified DSCP value may be written into the frame at egress — this is
programmable in the rewriter.

Aggregation Code Finally, the basic classification calculates an aggregation code, which is used to
select between ports that are member of a link aggregation group. The aggregation code is based on
selected Layer-2 through Layer-4 information, such as MAC addresses, IP addresses, |IPv6 flow label,
and TCP/UDP port numbers. The aggregation code ensures that frames belonging to the same
conversation are using the same physical ports in a link aggregation group.

Advanced Classification

Following the basic classification, Layer-2 and Layer-4 information is extracted from each frame and
matched against a TCAM, 1S1, with any mix of up to 256 complex entries (QoS and VLAN) or up to 512
simple entries (host identity check).

The TCAM embeds powerful protocol awareness for well-known protocols such as LLC, SNAP, ARP,
IPv4, IPv6, and UDP/TCP. For each frame, three keys are generated and matched against the TCAM.
The first two matches are QoS and VLAN relevant, and the last match is a host identity check validating
that the frame contains a valid combination of source MAC address and source IP address.

The actions associated with each entry (programmed into the TCAM action RAM) for the first two
matches include the ability to overwrite or translate the classified VLAN, overwrite the priority code point
(PCP) or the drop eligibility indicator (DEI), overwrite the QoS class and DP level, or overwrite the DSCP
value. Each of these actions is enabled individually.

In addition, a policy association group (PAG) is assigned to the frame. The PAG identifies a security
profile to which the frame belongs. The PAG is used in the succeeding security frame processor, 1S2, to
select which access control lists to apply to the frame. The PAG enables creating efficient ACLs that only
are applicable to frames with the same PAG.
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The host identity validation results in a flag being passed on to the security frame processor IS2 where
associated actions such as permit/deny can be programmed.

VCAP-II Vitesse Content Aware Processor
All frames are inspected by the VCAP-II IS2 before they are passed on to the Layer-2 forwarding.
VCAP-II Security Enforcement

VCAP-I11 Security Enforcement
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—Classifie .
IS2 Egress lookup CRPeljjlgg(r:)i/
Security profile I
T s Mirror

(PAG) .
Timestamp

Host match—»

L Key: L2-L4 frame data depending on
frame type

The VCAP uses a TCAM-based frame processor enabling implementation of a rich set of security
features. The flexible VCAP engine supports wire-speed frame inspection based on Layer 2-4 frame
information, including the ability to perform longest prefix matching and identifying port ranges. The
action associated with each VCAP entry (programmed into the VCAP action RAM) includes the ability to
do frame filtering, rate limitation, snooping, redirection, mirroring, and accounting. Even though the
VCAP is located in the ingress path of the device, it possesses both ingress and egress capabilities.

The VCAP embeds powerful protocol awareness for well-known protocols such as LLC, SNAP, ARP,
IPv4, IPv6, and UDP/TCP.

Policing

Each frame is subject to a number of different policing operations. The devices feature a pool of 256
programmable policers. Each frame can trigger three policers from the pool. The pool of policers is split
into the followings groups:

*  Queue policers: Ingress port number and QoS class determine which policer to use.
+  Port policers: Ingress port number determines which policer to use.
«  VCAP-II IS2 policers: IS2 action can point to any of the policers in the pool.

It is programmable per port whether to use a port policer or use the queue policers. Policers not used by
the port or the queues are available as VCAP-II IS2 policers. It is also programmable whether the
policers are working in serial or in parallel.

Each policer is a MEF-compliant dual leaky bucket policer supporting both color-blind and color-aware
operation. The initial frame color is derived from the drop precedence level from the frame classification.
For color-aware operation, a coupling mode is configurable for each policer.

Using these policers ensures Service Level Agreement (SLA) compliance. The outcome of this policing
operation is to mark each accepted frame as in-profile (Green) or out-of-profile (Yellow). Yellow frames
are treated as excess or Discard-Eligible and Green frames are committed. Frames that exceed the
Yellow/Excess limits are discarded (Red).

Each frame is counted in associated statistics reflecting the ingress port, the QoS class, and the frame’s
color (green, yellow, red). The statistics can count bytes or frames.
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Finally, the analyzer contains a group of storm control policers that are capable of policing various kinds
of flooding traffic as well as CPU directed learn traffic. These policers are global policers working on all
frames received by the switch.

All policers can measure frame rates or bit rates.

Layer-2 Forwarding

After the policers, the Layer-2 forwarding block (the analyzer) handles all fundamental bridging
operations and maintains the associated MAC table, the VLAN table, and the aggregation table. The
devices implement an 8K MAC table and a 4K VLAN table.

The main task of the analyzer is to determine the destination port set of each frame. This forwarding
decision is based on various information such as the frame’s ingress port, source MAC address,
destination MAC address, and the VLAN identifier, as well as the frame’s VCAP action, mirroring, and the
destination port’s link aggregation configuration.

The switch performs Layer-2 forwarding of frames. For unicast and Layer-2 multicast frames, this means
forwarding based on the destination MAC address and the VLAN. For IPv4 multicast frames, the switch
performs Layer-2 forwarding, but based on Layer-3 information, such as the source IP address. The
latter enables source-specific IPv4 multicast forwarding (IGMPv3).

The following describes some of the contributions to the Layer-2 forwarding:

*  VLAN classification VLAN-based forward filtering include source port filtering, destination port
filtering, VLAN mirroring, asymmetric VLANs, and so on.

»  Security enforcement The security decision made by the VCAP-II can, for example, redirect the
frame to the CPU based on some abnormality detection filters.

*+ MAC addresses Destination and source MAC address lookups in the MAC table determine if a
frame is a learn frame, a flood frame, a multicast frame, or a unicast frame.

» Learning By default, the devices perform wire-speed learning on all ports. However, certain ports
could be configured with secure learning enabled, where an incoming frame with unknown source
MAC address is classified as a “learn frame” and is redirected to the CPU. The CPU performs the
learning decision and also decides whether the frame is forwarded.

Learning can also be disabled. In that case, it does not matter if the source MAC address is in the
MAC table.

» Link aggregation A frame targeted at a link aggregate is further processed to determine which of
the link aggregate group ports the frame must be forwarded to.

*  Mirroring Mirror probes may be set up in different places in the forwarding path for monitoring
purposes. As part of a mirror a copy of the frame is sent either to the CPU or to another port.

Shared Queue System and Egress Scheduler

The analyzer provides the destination port set of a frame to the shared queue system. It is the queue
system's task to control the frame forwarding to all destination ports.

The shared queue system embeds 4Mbits of memory that can be shared between all queues and ports.
The queue system implements egress queues per priority per ingress port. The sharing of resources
between queues and ports is controlled by an extensive set of thresholds.

The overall frame latency through the switch is low due to the shared queue system only storing the
frame once.

Each egress port implements a scheduler and shapers as shown in the following illustration. Per egress
port, the scheduler sees the outcome of aggregating the egress queues (one per ingress port per Qos
class) into eight queues, one queue per QoS class. The aggregation is done in a round-robin fashion per
QoS class serving all ingress ports equally.
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Egress Scheduler and Shaper
Shapers

Queue
Schedulers

When transmitting frames from the shared queue system out on an egress port, frames are scheduled
within the port using one of two methods:

«  Strict priority — frames with the highest priority are always transmitted before frames with lower
priority.

»  Deficit Weighted Round Robin (DWRR) — queues 6 and 7 are always strict, and queues 0 through 5
are weighted. Each queue sets a weight ranging from 0 to 31.

In addition, each egress port implements shapers, one per egress queue and one per port.

Rewriter and Frame Departure

Before transmitting the frame on the egress line, the rewriter can modify selected fields in the frame,
such as VLAN tags, DSCP value, and FCS.

The rewriter controls the final VLAN tagging of frames based on the classified VLAN, the VLAN pop
count, and egress-determined VLAN actions. The egress VLAN actions are by default given by the
egress port settings. These include normal VLAN operations such as pushing a VLAN tag, untagging for
specific VLANSs, and simple translations of DEI and PCP.

Advanced VLAN Tagging

Advanced VLAN Tagging

Ingress port—p»- ESO Egress lookup >
VLAN Actions:
_ Tagging (push/pop 0-2 tags)
Egress port—
’ P Key: Translate/overwrite VLAN
—Classified VLAN—»| Ingress port, Select S-tag/C-tag
egress port,
classified VLAN

—

By using the egress TCAM, ESO, much more advanced VLAN tagging operations can be achieved. ESO
enables pushing up to two VLAN tags and allows for a flexible translation of the VLAN tag header. The
key into ESO is the combination of the ingress port, the egress port, and the classified VLAN tag header.

The PCP and DEI bits in the VLAN tag are subject to remarking based on translating the classified tag
header or by using the classified QoS value and the frame’s drop precedence level from ingress.

In addition, the DSCP value in IP frames can be updated using the classified DSCP value and the
frame’s drop precedence level from ingress. The DSCP value can be remapped at egress before writing
it into the frame.

Finally, the rewriter updates the FCS if the frame was modified before the frame is transmitted.

The egress port module controls the flow control exchange of pause frames with a neighboring device
when the interconnection link operates in full-duplex flow control mode. When the connected device
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triggers flow control through transmission of a pause frame, the MAC stops the egress scheduler’'s
forwarding of frames out of the port. Traffic then builds up in the queue system but sufficient queuing is
available to ensure wire speed lossless operation.

In half-duplex operation, the port module’s egress path responds to back pressure generation from a
connected device by collision detection and frame retransmission.

CPU Port Module

The CPU port module contains eight CPU extraction queues and two CPU injection queues. These
queues provide an interface for exchanging frames between the internal CPU system and the switch
core. An external CPU using the serial interface can also inject and extract frames to and from the switch
core by using the CPU port module. Additionally, any Ethernet interface on the devices can be used for
extracting and injecting frames.

The switch core can intercept a variety of different frame types and copy or redirect these to the CPU
extraction queues. The classifier can identify a set of well-known frames such as IEEE reserved
destination MAC addresses (BPDUs, GARPs, CCM/Link trace), as well as IP-specific frames (IGMP,
MLD). The security TCAM, 1S2, provides another very flexible way of intercepting all kinds of frames, for
instance specific OAM frames, ARP frames or explicit applications based on TCP/UDP port numbers. In
addition, frames can be intercepted based on the MAC table, the VLAN table, or the learning process.

Whenever a frame is copied or redirected to the CPU, a CPU extraction queue number is associated with
the frame and used by the CPU port module when enqueuing the frame into the 8 CPU extraction
queues. The CPU extraction queue number is programmable for every interception option in the switch
core.

Synchronous Ethernet and Precision Time Protocol

VSC7428-02 and VSC7429-02 support Layer-1 ITU-T G.8261 Synchronous Ethernet and Layer-2 IEEE
1588 Precision Time Protocol for synchronizing network timing throughout a network.

Synchronous Ethernet allows for the transfer of network timing from one reference to all network
elements. In Caracal, each port can recover its ingress clock and output the recovered clock to one of
two output pins. Two pins are available for redundancy. External circuitry can then generate a stable
reference clock input used for egress and core logic timing in Caracal.

The Precision Time Protocol (PTP) allows for the network-wide synchronization of precise time of day. It
is also possible to derive network timing. PTP can operate with a one-step clock or a two-step clock. For
one-step clocks, a frame’s residence time is calculated and stamped into the frame at departure. For two-
step clocks, a frame’s residence time is simply recorded and provided to the CPU for further processing.
The CPU can then initiate a follow-up message with the recorded timing.

CPU System and Interfaces

The devices feature a VCore-Ill CPU system containing a powerful 416 MHz MIPS 24KEc™ CPU. It is
suitable for lightly managed and fully managed applications.

VCore-lll includes a general-purpose direct memory access engine (GPDMA) that also supports frame-
based direct memory access (FMDA) operations. The FMDA offloads the CPU when injecting and
extracting frames to and from the switch core. VCore-Ill boots up from a serial flash and uses DDR2
SDRAM for memory, in addition to its built-in 32 kilobytes of instruction cache and 32 kilobytes of data
cache. An external debugger can be attached to the EJTAG interface.

In addition to the integrated processor, the CPU system permits the attachment of an external CPU. For
configuration of switch register, an external CPU can use either a serial interface or an MIl Management
interface. For frame transfers, the external CPU has the option of using the serial interface, an Mil
Management interface, or an SGMII port.

The devices include a GPIO interface with 32 individually configurable pins. Through the GPIOs, various
interfaces are supported by the devices:

*  Two-wire serial interface (two GPIO pins)
»  Eight-bit parallel interface (sixteen GPIO pins)
*  UART (two GPIO pins)
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«  External interrupts (two interrupt pins)

»  Serial GPIO (SGPIO) and LED interface (four GPIO pins)

»  Fan controller with speed input and pulse-width-modulated output (two GPIO pins)

+  MIl Management slave interface for accessing switch registers from an external CPU (two GPIO
pins)

« Direct drive LEDs (two pins per internal PHY)

+ |EEE 1588 pin with a programmable synchronized 1588 clock

The Serial GPIO and LED interface can specifically be used for driving external LEDs for the internal and
external copper PHYs or for serializing external interrupts, for instance link down events from external
PHYs, before being input to the devices.

Finally, each of the devices has two MIl management controllers; one for the internal PHY's and one
connected to the MIIM interface for controlling external PHY's.
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4 Functional Descriptions

This section provides detailed information about the functional aspects of the VSC7428-02 and
VSC7429-02 Carrier Ethernet switch devices, available configurations, operational features, and testing
functionality.

Port Modules

The port modules contain the following functional blocks:

+ MAC
*  PCS (ports connecting to a high-speed I/O SerDes macro)

4.1

Ports connecting to one of the integrated copper transceivers do not have a PCS.

Port Module Numbering and Macro Connections

The port modules connect to the interface macros. The interface macros can be of three types:

411

* Internal copper PHY
+ SERDES6G macro
+ SERDES1G macro

The interface macros connect to the external interface pins. For more information about the SerDes
macros and integrated copper transceivers, see SERDES1G, page 25, SERDES6G, page 30, and
Copper Transceivers, page 36. Which switch core port modules are connected to which interface macros
depends on part number and for some parts on internal configuration.

VSC7429-02 can be used in three different port configurations: switch mode 0, switch mode 1, or switch
mode 2. The VSC7428-02 device runs in switch mode 0. The switch mode is controlled through
DEVCPU_GCB:MISC_CFG.SW_MODE.

The following table lists the mapping from the switch core port modules to the interface macros. Empty
cells in the table imply that the port module number is not in use for the specific part number.

When programming registers depending on port numbers, the switch core port module number must
always be used. Examples of this are when accessing port module registers (PORT::), using port masks
in system or analyzer registers (SYS::, ANA::), or programming VCAP entries with port number
information or port masks.

The number next to the interface macro type (for example, “3” in cell SERDES6G, 3) indicates either the
macro number or the internal PHY number that must be used when addressing the macros and PHY's for
programming.

Table 3 « Port Mapping from Switch Core Port Module to Interface Macros

Switch Core VSC7428-02 VSC7429-02 VSC7429-02 VSC7429-02
Port Module Switch Mode 0 Switch Mode 1 Switch Mode 2
0-7 CuPHY, 0-7 CuPHY, 0-7 CuPHY, 0-7 CuPHY, 0-7
8-9 CuPHY, 8-9 CuPHY, 8-9 CuPHY, 8-9
10 CuPHY, 10 CuPHY, 10 SERDES1G, 7
1 CuPHY, 11 CuPHY, 11 SERDES1G, 6
12 SERDES6G, 3 SERDES6G, 3
13 SERDES6G, 3 SERDES6G, 3
14 SERDES1G, 7 SERDES6G, 3 SERDES1G, 7 SERDES6G, 3
15 SERDES1G, 6 SERDES6G, 3 SERDES1G, 6 SERDES6G, 3
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Table 3« Port Mapping from Switch Core Port Module to Interface Macros
Switch Core VSC7428-02 VSC7429-02 VSC7429-02 VSC7429-02
Port Module Switch Mode 0 Switch Mode 1 Switch Mode 2
16 SERDES6G, 2 SERDES6G, 3 SERDES6G, 2
17 SERDES1G, 5 SERDES6G, 2 SERDES1G, 5 SERDES6G, 2
18 SERDES1G, 4 SERDES6G, 2 SERDES1G, 4 SERDES6G, 2
19 SERDESG6G, 2 SERDES6G, 2 SERDES6G, 2 SERDES6G, 2
20 SERDES1G, 3 SERDES6G, 1 SERDES1G, 3 SERDES1G, 5
21 SERDES1G, 2 SERDES6G, 1 SERDES1G, 2 SERDES1G, 4
22 SERDES1G, 1 SERDES6G, 1 SERDES1G, 1 SERDES1G, 3
23 SERDES1G, 0 SERDES6G, 1 SERDES1G, 0 SERDES1G, 2
24 SERDESG6G, 1 SERDES1G, 0 SERDES6G, 1 SERDES1G, 0
25 SERDESG6G, 0 SERDES6G, 0 SERDES6G, 0 SERDES1G, 1
26 CPU port CPU port CPU port CPU port
41.2 MAC

This section provides information about the high-level functionality and the configuration options of the
Media Access Controller (MAC) that is used in each of the port modules.

The MAC supports the following speeds and duplex modes:

*  PHY ports support 10/100/1000 Mbps in full-duplex mode and 10/100 Mbps in half-duplex mode.

+ SERDES1G port support 10/100/1000 Mbps in full-duplex mode and 10/100 Mbps in half-duplex
mode.

+  SERDES6G ports support 10/100/1000 Mbps in full-duplex mode and 10/100 Mbps in half-duplex
mode. When the devices operate in switch mode 1, the MACs in port modules 24 and 25 also
support 2500 Mbps in full-duplex mode.

Ports 10 and 11 for VSC7429-02 can connect to either a PHY or a SERDES1G macro. For more
information, see Port Module Numbering and Macro Connections, page 18.

The following table lists the registers associated with configuring the MAC.

Table 4 « MAC Configuration Registers

Register Description Replication
CLOCK_CFG Reset and speed configuration Per port
DEV_IF_CFG Interface Configuration (ports 10 and 11)
MAC_ENA_CFG Enabling of Rx and Tx data paths Per port
MAC_MODE_CFG Port mode configuration Per port
MAC_MAXLEN_CFG Maximum length configuration Per port
MAC_TAGS_CFG VLAN tag length configuration Per port
MAC_ADV_CHK_CFG Type length configuration Per port
MAC_IFG_CFG Interframe gap configuration Per port
MAC_HDX_CFG Half-duplex configuration Per port
MAC_FC_CFG Flow control configuration Per port
MAC_FC_MAC_LOW_CFG LSB of SMAC used in pause frames Per port
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Table 4 « MAC Configuration Registers (continued)

Register Description Replication

MAC_FC_MAC_HIGH_CF MSB of SMAC used in pause frames Per port

G

MAC_STICKY Sticky bit recordings Per port
Resets

There are a number of resets in the port module. All of the resets can be set and cleared simultaneously.
By default, all blocks are in the reset state. With reference to register CLOCK_CFG, the resets are:

*  MAC_RX_RST — Reset of the MAC receiver

»  MAC_TX RST — Reset of the MAC transmitter

*+ PORT_RST — Reset of the ingress and egress queues

*+ PHY_RST — Reset of the integrated PHY (only present for port modules connecting to a PHY)

+ PCS_RX_RST — Reset of the PCS decoder (only present for port modules connecting to a SerDes
macro)

*+ PCS_TX_RST — Reset of the PCS encoder (only present for port modules connecting to a SerDes
macro)

When changing the MAC configuration, the port must go through a reset cycle. This is done by writing
register CLOCK_CFG twice. On the first write, the reset bits are set. On the second write, the reset bits
are cleared. Bits that are not reset bits in CLOCK_CFG must keep their new value for both writes.

For more information about resetting a port, see Port Reset Procedure, page 196.

Port Mode Configuration

The MAC provides a number of handles for configuring the port mode. With reference to the
MAC_MODE_CFG, MAC_IFG_CFG, and MAC_ENA_CFG registers, the handles are:

*  Duplex mode (FDX_ENA). Half or full duplex.

»  Data sampling (GIGA_MODE_ENA). Must be 1 in 1 Gbps and 2.5 Gbps and 0 in 10 Mbps and
100 Mbps.

+  Enabling transmission and reception of frames (TX_ENA/RX_ENA). Clearing RX_ENA stops the
reception of frames and further frames are discarded. An ongoing frame reception is interrupted.
Clearing TX_ENA stops the dequeuing of frames from the egress queues, which means that frames
are held back in the egress queues. An ongoing frame transmission is completed.

*  Txto Tx inter-frame gap (TX_IFG).

For ports connecting to an internal PHY, the link speed is determined by the PHY. For other ports, the link

speed is configured using CLOCK_CFG.LINK_SPEED with the following options:

+ Link speed (CLOCK_CFG.LINK_SPEED)
1 Gbps (125 MHz clock)

Ports 24 and 25: 1 Gbps or 2.5 Gbps (125 MHz or 312.5 MHz clock). The actual clock frequency
depends on the SerDes configuration.

100 Mbps (25 MHz clock)

10 Mbps (2.5 MHz clock)

For ports 10 and 11, the MAC can interface to an internal PHY or a SerDes macro. If interfacing to a
SerDes macro, the GMII interface towards the PHY must be disabled (DEV_IF_CFG.GMII_DIS).

Half-Duplex Mode

A number of special configuration options are available for half-duplex (HDX) mode:

+ Seed for back-off randomizer Field MAC_HDX_CFG.SEED seeds the randomizer used by the
backoff algorithm. Use MAC_HDX_CFG.SEED_LOAD to load a new seed value.
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«  Backoff after excessive collision Field MAC_HDX_CFG.WEXC_DIS determines whether the
MAC backs off after an excessive collision has occurred. If set, backoff is disabled after excessive
collisions.

+ Retransmission of frame after excessive collision Field
MAC_HDX_CFG.RETRY_AFTER_EXC_COL_ENA determines if the MAC retransmits frames after
an excessive collision has occurred. If set, a frame is not dropped after excessive collisions, but the
backoff sequence is restarted. Although this is a violation of IEEE 802.3, it is useful in non-dropping
half-duplex flow control operation.

* Late collision timing Field MAC_HDX_CFG.LATE_COL_POS adjusts the border between a
collision and a late collision in steps of 1 byte. According to IEEE 802.3, section 21.3, this border is
permitted to be on data byte 56 (counting frame data from 1); that is, a frame experiencing a collision
on data byte 55 is always retransmitted, but it is never retransmitted when the collision is on byte 57.
For each higher LATE_COL_POS value, the border is moved 1 byte higher.

*  Rx-to-Tx inter-frame gap The sum of MAC_IFG_CFG.RX_IFG1 and MAC_IFG_CFG.RX_IFG2
establishes the time for the Rx-to-Tx inter-frame gap. RX_IFG1 is the first part of half-duplex Rx-to-
Tx inter-frame gap. Within RX_IFG1, this timing is restarted if carrier sense (CRS) has multiple high-
low transitions (due to noise). RX_IFG2 is the second part of half-duplex Rx-to-Tx inter-frame gap.
Within RX_IFG2, transitions on CRS are ignored.

When enabling a port for half-duplex mode, the switch core must also be enabled
(SYS::FRONT_PORT_MODE.HDX_MODE).

Frame and Type/Length Check

The MAC supports frame lengths of up to 16 kilobytes. The maximum length accepted by the MAC is
configurable in MAC_MACLEN_CFG.MAX_LEN.

The MAC allows tagged frames to be 4 bytes longer and double-tagged frames to be 8 bytes longer than
the specified maximum length (MAC_TAGS_CFG.VLAN_LEN_AWR_ENA). The MAC must be
configured to look for VLAN tags. By default, EtherType 0x8100 identifies a VLAN tag. In addition, a
custom EtherType can be configured in MAC_TAGS_CFG.TAG_ID. The MAC can be configured to look
for none, one, or two tags (MAC_TAG_CFG.VLAN_AWR_ENA,
MAC_TAG_CFG.VLAN_DBL_AWR_ENA).

The type/length check (MAC_ADV_CHK_CFG.LEN_DROP_ENA) causes the MAC to discard frames
with type/length errors (in-range and out-of-range errors).

Flow Control

In full-duplex mode, the MAC provides independent support for transmission of pause frames and
reaction to incoming pause frames. This allows for asymmetric flow control configurations.

The MAC obeys received pause frames (MAC_FC_CFG.RX_FC_ENA) by pausing the egress traffic
according to the timer values specified in the pause frames.

The transmission of pause frames is triggered by assertion of a flow control condition in the ingress
queues caused by a queue filling exceeding a watermark. For more information, see Shared Queue
System, page 109. The MAC handles the formatting and transmission of the pause frame. The following
configuration options are available:

*  Transmission of pause frames (MAC_CFG_CFG.TX_FC_ENA).

»  Pause timer value used in transmitted pause frames (MAC_FC_CFG.PAUSE_VAL_CFG).

»  Flow control cancellation when the ingress queues de-assert the flow control condition by
transmission of a pause frame with timer value 0 (MAC_FC_CFG.ZERO_PAUSE_ENA).

+  Source MAC address used in transmitted pause frames (MAC_FC_MAC_HIGH_CFG,
MAC_FC_MAC_LOW_CFG).

The MAC has the option to discard incoming frames when the remote link partner is not obeying the

pause frames transmitted by the MAC. The MAC discards an incoming frame if a Start-of-Frame is seen

after the pause frame was transmitted. It is configurable how long reaction time is given to the link partner

(MAC_FC_CFG.FC_LATENCY_CFG). The benefit of this approach is that the queue system is not

risking being overloaded with frames due to a non-complying link partner.

In half-duplex mode, the MAC does not react to received pause frames. If the flow control condition is
asserted by the ingress queues, the industry-standard backpressure mechanism is used. Together with
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the ability to retransmit frames after excessive collisions
(MAC_HDX_CFG.RETRY_AFTER_EXC_COL_ENA), this enables non-dropping half-duplex flow
control.

Frame Aging

The following table lists the registers associated with frame aging.

Table 5« Frame Aging Configuration Registers

Register Description Replication
SYS::FRM_AGING Frame aging time None
REW::PORT_CFG.AGE_DIS Disable frame aging Per port

The MAC supports frame aging where frames are discarded if a maximum transit delay through the
switch is exceeded. All frames, including CPU-injected frames, are subject to aging. The transit delay is
time from when a frame is fully received until that frame is scheduled for transmission through the egress
MAC. The maximum allowed transit delay is configured in SYS::FRM_AGING.

Frame aging can be disabled per port (REW::PORT_CFG.AGE_DIS).

Discarded frames due to frame aging are counted in the c_tx_aged counter.

PCS

This section provides information about the Physical Coding Sublayer (PCS) block, where the
auto-negotiation process establishes mode of operation for a link. The PCS supports both SGMII mode
and two SerDes modes, 1000BASE-X and 100BASE-FX.

The PCS block is only available in port modules 10 through 25.

The following table lists the registers associated with PCS.

Table 6 ¢ PCS Configuration Registers

Registers Description Replication
PCS1G_CFG PCS configuration Per PCS
PCS1G_MODE_CFG PCS mode configuration Per PCS
PCS1G_SD_CFG Signal detect configuration Per PCS
PCS1G_ANEG_CFG Configuration of the PCS auto- Per PCS
negotiation process
PCS1G_ANEG_NP_CFG Auto-negotiation next page Per PCS
configuration
PCS1G_LB_CFG Loop-back configuration Per PCS
PCS1G_ANEG_STATUS Status signaling of the PCS Per PCS
auto-negotiation process
PCS1G_ANEG_NP_STATUS Status signaling of the PCS Per PCS
auto-negotiation next page
process
PCS1G_LINK_STATUS Link status Per PCS
PCS1G_LINK_DOWN_CNT Link down counter Per PCS
PCS1G_STICKY Sticky bit register Per PCS

The PCS is enabled in PCS1G_CFG.PCS_ENA and supports both SGMIl and 1000BASE-X SERDES
mode (PCS_MODE_CFG.SGMII_MODE_ENA), as well as 100-BASE-FX. For information about
enabling 100BASE-FX, see 100BASE-FX, page 25.
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The PCS also supports the IEEE 802.3, Clause 66 unidrectional mode, where the transmission of data is
independent of the state of the receive link (PCS_MODE_CFG.UNIDIR_MODE_ENA).

Auto-Negotiation

Auto-negotiation is enabled in PCS1G_ANEG_CFG.ANEG_ENA. To restart the auto-negotiation
process, PCS1G_ANEG_CFG.ANEG_RESTART_ONE_SHOT must be set.

In SGMII mode (PCS_MODE_CFG.SGMII_MODE_ENA=1), matching the duplex mode with the link
partner must be ignored (PCS1G_ANEG_CFG.SW_RESOLVE_ENA). Otherwise, the link is kept down
when the auto-negotiation process fails.

The advertised word for the auto-negotiation process (base page) is configured in
PCS1G_ANEG_CFG.ADV_ABILITY. The next page information is configured in
PCS1G_ANEG_NP_CFG.NP_TX.

When the auto-negotiation state machine has exchanged base page abilities, the
PCS1G_ANEG_STATUS.PAGE_RX_STICKY is asserted indicating that the link partner’s abilities were
received (PCS1G_ANEG_STATUS.LP_ADV_ABILITY).

If next page information is exchanged, PAGE_RX_STICKY must be cleared, next page abilities must be
written to PCS1G_ANEG_NP_CFG.NP_TX, and PCS1G_ANEG_NP_CFG.NP_LOADED_ONE_SHOT
must be set. When the auto-negotiation state machine has exchanged the next page abilities, the
PCS1G_ANEG_STATUS.PAGE_RX_STICKY is asserted again, indicating that the link partner’s next
page abilities were received (PCS1G_ANEG_STATUS.LP_NP_RX). Additional exchanges of next page
information are possible using the same procedure.

After the last next page is received, the auto-negotiation state machine enters the IDLE_DETECT state
and the PCS1G_ANEG_STATUS.PR bit is set indicating that ability information exchange (base page
and possible next pages) is finished and software can now resolve priority. Appropriate actions, such as
Rx or Tx reset, or auto-negotiation restart, can then be taken, based on the negotiated abilities. The
LINK_OK state is reached one link timer period later.

When the auto-negotiation process reaches the LINK_OK state,
PCS1G_ANEG_STATUS.ANEG_COMPLETE is asserted.

Link Surveillance

The current link status can be observed through PCS1G_LINK_STATUS.LINK_STATUS. The
LINK_STATUS is defined as either the PCS synchronization state or as bit 15 of
PCS1G_ANEG_STATUS.LP_ADV_ABILTY, which carries information about the link status of the
attached PHY in SGMII mode.

Link down is defined as the auto-negotiation state machine being in neither the AN_DISABLE_LINK_OK
state nor the LINK_OK state for one link timer period. If a link down event occurs,
PCS1G_STICKY.LINK_DOWN_STICKY is set, and PCS1G_LINK_DOWN_CNT is incremented. In
SGMII mode, the link timer period is 1.6 ms; in SerDes mode, the link timer period is 10 ms.

The PCS synchronization state can be observed through PCS1G_LINK_STATUS.SYNC_STATUS.
Synchronization is lost when the PCS is not able to recover and decode data received from the attached
serial link.

Signal Detect

The PCS can be enabled to react to loss of signal through signal detect (PCS1G_SD_CFG.SD_ENA). At
loss of signal, the PCS Rx state machine is restarted, and frame reception stops. If signal detect is
disabled, no action is taken upon loss of signal. The polarity of signal detect is configurable in
PCS1G_SD_CFG.SD_POL.

The source of signal detect is selected in PCS1G_SD_CFG.SD_SEL to either the SerDes PMA or the
PMD receiver. If the SerDes PMA is used as source, the SerDes macro provides the signal detect. If the
PMD receiver is used as source, signal detect is sampled externally through one of the GPIO pins on the
devices. For more information about the configuration of the GPIOs and signal detect, see GPIO
Controller, page 181.

PCS1G_LINK_STATUS.SIGNAL_DETECT contains the current value of the signal detect input.
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Tx Loopback

For debug purposes, the Tx data path in the PCS can be looped back into the Rx data path. This feature
is enabled through PCS1G_LB_CFG.TBI_HOST_LB_ENA.

Test Patterns
The following table lists the registers associated with configuring test patterns.

Table 7 « Test Pattern Registers

Registers Description Replication
PCS1G_TSTPAT_MODE_CFG Test pattern configuration Per PSC
PCS1G_TSTPAT_MODE_STATU Test pattern status Per PCS

S

PCS1G_TSTPAT_MODE_CFG.JTP_SEL overwrites normal operation of the PCS and enables
generation of jitter test patterns for debugging. The jitter test patterns are defined in IEEE 802.3, Annex
36A, and the following patterns are supported:

« High frequency test pattern

. Low frequency test pattern

*  Mixed frequency test pattern

»  Continuous random test pattern with long frames
+  Continuous random test pattern with short frames

PCS1G_TSTPAT_MODE_STATUS register holds information about error and lock conditions while
running the jitter test patterns.

Low Power Idle
The following table lists the registers associated with low power idle (LPI).

Table 8 « Low Power Idle Registers

Registers Description Replication
PCS1G_LPI_CFG Configuration of the PCS Low Per PSC
Power Idle process
PCS1G_LPI_WAKE_ERROR_CNT Error counter Per PCS
PCS1G_LPI_STATUS Low Power Idle status Per PCS

The PCS supports Energy Efficient Ethernet (EEE) as defined by IEEE 802.3az. The PCS converts Low
Power Idle (LPI) encoding between the MAC and the serial interface transparently. In addition, the PCS
provides control signals allowing to stop data transmission in the SerDes macro. During low power idles
the serial transmitter in the SerDes macro can be powered down, only interrupted periodically while
transmitting refresh information, which allows the receiver to notice that the link is still up but in power
down mode.

When a SERDES6G macro operating in QSGMII mode is enabled for powering down of the serial
transmitter during low power idles, one of the four PCSs connected to the macro must be selected
master (PCS1G_LPI_CFG.QSGMII_MS_SEL). The master PCS sends refresh information to the

attached receivers periodically. Note that the serial transmitter can only power down when all four
attached ports are in low power idle.

For more information about powering down the serial transmitter in the SerDes macros, see SERDES1G,
page 25 or SERDESG6G, page 30.

It is not necessary to enable the PCS for EEE, because it is controlled indirectly by the shared queue
system. It is possible, however, to manually force the PCS into the low power idle mode through
PCS1G_LPI_CFG.TX_ASSERT_LPIDLE. During LPI mode, the PCS constantly encodes low power idle
with periodical refreshes. For more information about EEE, see Energy Efficient Ethernet, page 115.

VMDS-10394 VSC7428-02 and VSC7429-02 Datasheet Revision 4.2 24



Functional Descriptions

4.1.3.7

4.2

& Microsemi

a A%\ MicrocHIP company

The current low power idle state can be observed through PCS1G_LPI_STATUS for both receiver and
transmitter:

* RX_LPI_MODE: Set if the receiver is in low power idle mode.
+ RX_QUIET: Set if the receiver is in the Quiet state of the low power idle mode. If cleared while
RX_LPI_MODE is set, the receiver is in the refresh state of the low power idle mode.

The same is observable for the transmitter through TX_LPI_MODE and TX_QUIET.

If an LPI symbol is received, the RX_LPI_EVENT_STICKY bit is set, and if an LPI symbol is transmitted,
the TX_LPI_EVENT_STICKY bit is set. These events are sticky.

The PCS1G_LPI_WAKE_ERROR_CNT wake-up error counter increments when the receiver detects a
signal and the PCS is not synchronized. This can happen when the transmitter fails to observe the wake-
up time or if the receiver is not able to synchronize in time.

100BASE-FX

The following table lists the registers associated with 100BASE-FX configuration.

Table 9« 100BASE-FX Registers

Registers Description Replication

PCS_FX100_CFG Configuration of the PCS Per PSC
100BASE-FX mode

PCS_FX100_STATUS Status of the PCS 100BASE-FX  Per PCS
mode

The PCS supports a 100BASE-FX mode in addition to the SGMII and 1000BASE-X SerDes modes. The
100BASE-FX mode uses 4-bit/5-bit coding as specified in IEEE 802.3 Clause 24 for fiber connections.
The 100BASE-FX mode is enabled through PCS_FX100_CFG.PCS_ENA, which masks out all PCS1G
related registers.

The following options are available:

Far-End Fault facility In 100BASE-FX, the PCS supports the optional Far-End Fault facility. Both Far-
End Fault generation (PCS_FX100_CFG.FEF_GEN_ENA) and Far-End Fault Detection
(PCS_FX100_CFG.FEF_CHK_ENA) are supported. An Far-End Fault incident is recorded in
PCS_FX100_STATUS.FEF_FOUND.

Signal Detect 100BASE-FX has a similar signal detect scheme to the SGMII and SerDes modes. For
100BASE-FX, PCS_FX100_CFG.SD_ENA enables signal detect, PCS_FX100_CFG.SD_POL controls
the polarity, and PCS_FX100_CFG.SD_SEL selects the input source. The current status of the signal
detect input can be observed through PCS_FX100_STATUS.SIGNAL_DETECT. For more information
about signal detect, see Signal Detect, page 23.

Link Surveillance The PCS synchronization status can be observed through
PCS_FX100_STATUS.SYNC_STATUS. When synchronization is lost, the link breaks and
PCS_FX100_STATUS.SYNC_LOST_STICKY is set. The PCS continuously tries to recover the link.

Unidirectional mode 100BASE-FX has a similar unidirectional mode as SGMII and SerDes modes.
PCS_FX100_CFG.UNIDIR_MODE_ENA enables unidirectional mode.

SERDES1G

SERDES1G is a high-speed SerDes interface that operates at 1 Gbps (SGMII/SerDes) and 100 Mbps
(100BASE-FX). The 100BASE-FX mode is supported by oversampling.
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The following table lists the registers associated with SERDES1G.

Table 10 SERDES1G Registers

Registers Description Replication
SERDES1G_COMMON_CFG  Common configuration Per SerDes
SERDES1G_DES_CFG Deserializer configuration Per SerDes
SERDES1G_IB_CFG Input buffer configuration Per SerDes
SERDES1G_SER _CFG Serializer configuration Per SerDes
SERDES1G_OB_CFG Output buffer configuration Per SerDes
SERDES1G_PLL_CFG PLL configuration Per SerDes
SERDES1G_MISC_CFG Miscellaneous configuration Per SerDes

For increased performance in specific application environments, SERDES1G supports the following:

*  Programmable loop-bandwidth and phase regulation of deserializer
« Input buffer signal detect/loss of signal (LOS) options

*  Input buffer with equalization

«  Programmable output buffer features, including:

De-emphasis
Amplitude drive levels
Slew rate control

Idle mode
*  Synchronous Ethernet support
*  Loopbacks for system test

SERDES1G Basic Configuration

The SERDES1G is enabled in SERDES1G_COMMON_CFG.ENA_LANE. By default, the SERDES1G is
held in reset and must be released before the interface is active. This is done through
SERDES1G_COMMON_CFG.SYS_RST and SERDES1G_MISC_CFG.LANE_RST.

SERDES1G PLL Frequency Configuration
To operate the SERDES1G block at 1.25 GHz (corresponding to 1 Gbps data rate), configure the internal
macro PLL as follows:

1. Configure SERDES1G_PLL_CFG.PLL_FSM_CTRL_DATA to 200.
2. SetSYS_RST =0 (active) and PLL_FSM_ENA = 0 (inactive).
3. SetSYS_RST = 1 (deactive) and PLL_FSM_ENA = 1 (active).

SERDES1G Loopback Modes

The SERDES1G interface supports two different loopback modes for testing and debugging data paths:
equipment loopback and facility loopback.

Equipment loopback (SERDES1G_COMMON_CFG.ENA_ELOOP) Data is looped back from
serializer output to deserializer input, and the receive clock is recovered. The equipment loopback
includes all transmit and receive functions, except for the input and output buffers. The Tx data can still
be observed on the output.

Facility loopback (SERDES1G_COMMON_CFG.ENA_FLOOP) The clock and parallel data output
from deserializer are looped back to the serializer interface. Incoming serial data passes through the
input buffer, the CDR, the deserializer, back to the serializer, and finally out through the output buffer.

Only one of the loopbacks can be enabled at the same time.
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The following illustration shows the loopback paths.

SERDES1G Loopback Modes

Rx Path
10
Rx (P/N) >
X >
> ér&;;ft; s > Deserializer
J 4
ko)
—[E.
(o} ro]
s}
|3
3
~+
Facility
Equipment | Loop
Loop
m
o
—|[E.
(o} ro]
3|3 10
(0] & /
3 il 7 @
Tx (P/N) Output | = Serializer >
Buffer [~ = 1aliz
Tx Path

Synchronous Ethernet

The SERDES1G block can recover the clock from the received data and apply the clock to one of the two
recovered clock output pins (SERDES1G_COMMON_CFG.RECO_SEL_A and
SERDES1G_COMMON_CFG.RECO_SEL_B). Note that only one macro should drive a recovered clock
output pin at the same time. In addition, it is possible to squelch the recovered clock if the associated
PCS cannot detect valid data (SERDES1G_COMMON_CFG.SE_AUTO_SQUELCH_A_ENA and
SERDES1G_COMMON_CFG.SE_AUTO_SQUELCH_B_ENA). For more information about
synchronous Ethernet, see Layer-1 Timing, page 128.

SERDES1G Deserializer Configuration

The SERDES1G block includes digital control logic that interacts with the analog modules within the
block and compensates for the frequency offset between the received data and the internal high-speed
reference clock. To gain high jitter performance, the phase regulation is a Pl-type regulator, whose
proportional (P) and integrative (I) characteristics can be independently configured.

The integrative part of the phase regulation loop is configured in
SERDES1G_DES_CFG.DES_PHS_CTRL. The limits of the integrator are programmable, allowing
different settings for the integrative regulation while guaranteeing that the proportional part still is
stronger than the integrative part. Integrative regulation compensates frequency modulation from DC up
to cut-off frequency. Frequencies above the cut-off frequency are compensated by the proportional part.

The time constant of the integrator is controlled independently of the proportional regulation by
SERDES1G_DES_CFG.DES_BW_HYST. The DES_BW_HYST register field is programmable in a
range from 3 to 7. The lower the configuration setting, the smaller the time-constant of the integrative
regulation. For normal operation, configure DES_BW_HYST to 5.

The cut-off-frequency is calculated to:
fco = 1/(2 x Pl x 128 x PLL period x 32 x 2A(DES_BW_HYST + 1 — DES_BW_ANA))
PLL period = 1/(data rate)
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The integrative regulator can compensate a static frequency offset within the programmed limits down to
a remaining frequency error of below 4 ppm. In steady state, the integrator toggles between two values
around the exact value, and the proportional part of the phase regulation takes care of the remaining
phase error.

After a device reset, the phase regulation may be 180° out of phase compared to the incoming data,
resulting in a deadlock condition at the sampling stage of the deserializer. To prevent this situation, the
SERDES1G provides a 180° deadlock protection mechanism
(SERDES1G_DES_CFG.DES_MBTR_CTRL). If the deadlock protection mechanism is enabled, a small
frequency offset is applied to the phase regulation loop. The offset is sufficient to move the sampling
point out of the 180° deadlock region, while at the same time, small enough to allow the regulation loop to
compensate when the sample point is within the data eye.

The loop bandwidth for the proportional part of the phase regulation loop is controlled by configuring
SERDES1G_DES_CFG.DES_BW_ANA.

The fastest loop bandwidth setting (lowest configuration value) results in a loop bandwidth that is equal to
the maximum frequency offset compensation capability. For improved jitter performance, use a setting
with sufficient margin to track the expected frequency offset rather than using the maximum frequency
offset. For example, if a 100 ppm offset is expected, use a setting that is four times higher than the offset.
For more information about possible bandwidth selections, see Table 514, page 422.

The following table provides the limits for the frequency offset compensation. The values are theoretical
limits for input signals without jitter, because the actual frequency offset compensation capability is
dependent on the toggle rate of the input data and the input jitter. Only applicable configuration values
are listed.

Table 11+ SERDES1G Loop Bandwidth

DES_BW_ANA Limits

4 1953 ppm
5 977 ppm
6 488 ppm
7 244 ppm

SERDES1G Serializer Configuration

The serializer provides the ability to align the phase of the internal clock and data to a selected source
(SERDES1G_SER_CFG.SER_ENALI). The phase align logic is used when SERDES1G operates in the
facility loopback mode.

SERDES1G Input Buffer Configuration

The SERDES1G input buffer supports configuration options for:

*+  100BASE-FX mode support

«  Signal detection, threshold configurable

»  Configurable equalization including corner frequency configuration for the equalization filter
» DC voltage offset compensation

»  Configurable common-mode voltage (CMV) termination

+  Selectable hysteresis, configurable hysteresis levels

When the SerDes interface operates in 100BASE-FX mode, the input buffer of the SERDES1G macro
must also be configured for 100BASE-FX (SERDES1G_IB_CFG.IB_FX100_ENA).

The input buffer provides an option to configure the threshold level of the signal detect circuit to adapt to
different input amplitudes. The signal detect circuit can be configured by
SERDES1G_IB_CFG.IB_ENA DETLEV and SERDES1G_IB_CFG.IB_DET_LEV.

The SERDES1G block offers options to compensate for channel loss. Degraded signals can be
equalized, and the corner frequency of the equalization filter can be adapted to the channel behavior.
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The equalization settings are configured by SERDES1G_IB_CFG.IB_EQ_GAIN and
SERDES1G_IB_CFG.IB_CORNER_FREQ.

The SERDES1G block compensates for possible DC-offset that can distort the received input signal by
enabling SERDES1G_IB_CFG.IB_ENA_OFFSET_COMP during normal reception.

The common-mode voltage (CMV) input termination can be set to either an internal reference voltage or
to Vpp a- To allow external DC-coupling of the input buffer to an output buffer, set the CMV input
termination to the internal reference voltage, with internal DC-coupling disabled.
SERDES1G_IB_CFG.IB_ENA_DC_COUPLING controls internal DC-coupling, and
SERDES1G_IB_CFG.IB_ENA_CMV_TERM controls CMV input termination. The following modes are
defined by CMV input termination and DC-coupling:

+  SGMII compliant mode with external AC coupling (IB_ENA_DC_COUPLING =0,
IB_ENA_CMV_TERM = 1)

+  Vitesse-mode with external DC-coupling to another Vitesse output buffer, which can operate DC-
coupled to the input buffer (IB_ENA_DC_COUPLING = 0, IB_ENA_CMV_TERM = 0)

+  100BASE-FX low frequency mode (IB_ENA_DC_COUPLING =1, IB_ENA_CMV_TERM = 1)

The SERDES1G macro supports input hysteresis, which is required for some standards (SGMII). The
hysteresis function is enabled by SERDES1G_IB_CFG.IB_ENA_HYST, and hysteresis levels are defined
by SERDES1G_IB_CFG.IB_HYST_LEV.

Note Hysteresis and DC offset compensation cannot be enabled at the same time. For more
information, see Table 515, page 423.

SERDES1G Output Buffer Configuration

The SERDEDS1G output buffer supports configuration options for:

+  Configurable amplitude settings
+  Configurable slew rate control

+ 3 dB de-emphasis selectable

+ Idle mode

The output amplitude of the output buffer is controlled by SERDES1G_OB_CFG.OB_AMP_CTRL. It can
be adjusted in 50 mV steps from 0.4 V to 1.1 V peak-to-peak differential. The output amplitude also
depends on the output buffer’'s supply voltage. For more information about dependencies between the
maximum achievable output amplitude and the output buffer's supply voltage, see Table 833, page 641.

The slew rate is adjustable using SERDES1G_OB_CFG.OB_SLP.
The output buffer supports a fixed 3 dB de-emphasis (SERDES1G_SER_CFG.SER_DEEMPH).

The output buffer supports an idle mode (SERDES1G_SER_CFG.SER_IDLE), which results in an
differential peak-to-peak output swing of less than 30 mV.

SERDES1G Clock and Data Recovery (CDR) in 100BASE-FX

To enable clock and data recovery when operating SERDES1G in 100BASE-FX mode, set the following
register fields:

. SERDES1G_MISC_CFG.DES_100FX_CPMD_ENA = 1
. SERDES1G_IB_CFG.IB_FX100_ENA = 1
. SERDES1G_DES_CFG.DES_CPMD_SEL =2

SERDES1G Energy Efficient Ethernet

The SERDES1G supports Energy Efficient Ethernet as defined in IEEE 802.3az. To enable the low
power modes, SERDES1G_MISC_CFG.TX_LPI_MODE_ENA and
SERDES1G_MISC_CFG.RX_LPI_MODE_ENA must be set. At this point, the attached PCS takes full
control over the high-speed output and input buffer activity.
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SERDES1G Data Inversion

The data streams in the transmit and the receive direction can be inverted using
SERDES1G_MISC_CFG.TX_DATA_INV_ENAand SERDES1G_MISC_CFG.RX_DATA_INV_ENA. This
effectively allows for swapping the P and N lines of the high-speed serial link.

SERDES6G

The SERDESG6G is a high-speed SerDes interface that operates at 100 Mbps (100BASE-FX), 1 Gbps
(SGMII/SerDes), 2.5 Gbps (SGMII), and 4 Gbps (QSGMII). The 100BASE-FX mode is supported by
oversampling.

The following table lists the registers associated with SERDES6G.

Table 12+« SERDES6G Registers

Registers Description Replication
SERDES6G_COMMON_CFG  Common configuration Per SerDes
SERDES6G_DES_CFG Deserializer configuration Per SerDes
SERDES6G_IB_CFG Input buffer configuration Per SerDes
SERDES6G_IB_CFG1 Input buffer configuration Per SerDes
SERDES6G_SER_CFG Serializer configuration Per SerDes
SERDES6G_OB_CFG Output buffer configuration Per SerDes
SERDES6G_OB_CFG1 Output buffer configuration Per SerDes
SERDES6G_PLL_CFG PLL configuration Per SerDes
SERDES6G_MISC_CFG Miscellaneous configuration Per SerDes

For increased performance in specific application environments, SERDES6G supports the following:

. Baud rate support, configurable from 1 Gbps to 4 G, for quarter, half, and full rate modes

*  Programmable loop bandwidth and phase regulation for the deserializer

»  Configurable input buffer features such as signal detect/loss of signal (LOS) options

+  Configurable output buffer features, such as programmable de-emphasis, amplitude drive levels,
and slew rate control

*  Synchronous Ethernet support

*  Loopbacks for system test

SERDESG6G Basic Configuration

The SERDESG6G is enabled in SERDES6G_COMMON_CFG.ENA_LANE. By default, the SERDES6G is
held in reset and must be released before the interface is active. This is done through
SERDES6G_COMMON_CFG.SYS_RST and SERDES6G_MISC_CFG.LANE_RST.

SERDESG6G Parallel Interface Configuration

The SERDESG block includes a parallel data interface, which can operate in two different modes. It must
be set according to the mode of operation (SERDES6G_COMMON_CFG.IF_MODE). For 100 Mbps,

1 Gbps, and 2.5 Gbps operation, the 10-bit mode is used, and for 4 Gbps operation (QSGMII), the 20-bit
mode is used.

SERDESG6G PLL Frequency Configuration

To operate the SERDES6G block at the correct frequency, configure the internal macro as follows. The
PLL calibration is enabled through SERDES6G_PLL_CFG.PLL_FSM_ENA.

1. Configure SERDES6G_PLL_CFG.PLL_FSM_CTRL_DATA in accordance with data rates listed in
the following two tables.
2. Set SYS_RST =0 (active) and PLL_FSM_ENA = 0 (inactive).
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3. SetSYS_RST = 1 (deactive) and PLL_FSM_ENA = 1 (active).

Table 13+« PLL Configuration

Mode SERDES6G_PLL_CFG.PLL_FSM_CTRL_DATA
SGMIl/SerDes, 1 Gbps data 60

SGMII, 2.5 Gbps data 48

QSGMII, 4 Gbps data 120

SERDESG6G Frequency Configuration
The following table lists the range of data rates that are supported by SERDES6G.

Table 14+ SERDESG6 Frequency Configuration Registers

SGMIl/SerDes  SGMII QSGMII
Configuration 1 Gbps 2.5 Gbps 4 Gbps
SERDES6G_PLL_CFG.PLL_ROT_FRQ 0 1 0

SERDES6G_PLL_CFG.PLL_ROT_DIR

SERDES6G_PLL_CFG.PLL_ENA_ROT

1
0
SERDES6G_COMMON_CFG.QRATE 1
SERDES6G_COMMON_CFG.HRATE 0

= O ~| O

0
0
0
0

SERDES6G Loopback Modes

The SERDESG6G interface supports two different loopback modes for testing and debugging data paths:
equipment loopback and facility loopback.

Equipment loopback (SERDES6G_COMMON_CFG.ENA_ELOOP) Data is looped back from
serializer output to the deserializer input, and the receive clock is recovered. The equipment loopback
includes all transmit and receive functions, except for the input and output buffers. The Tx data can still
be observed on the output.

Facility loopback (SERDES6G_COMMON_CFG.ENA_FLOOP) The clock and parallel data output
from deserializer are looped back to the serializer interface. Incoming serial data passes through the
input buffer, the CDR, the deserializer, back to the serializer, and finally out through the output buffer.

Only one of the loopbacks can be enabled at the same time.

The following illustration shows the loopback paths for the SERDESGS6.
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Synchronous Ethernet

The SERDES6G macro can recover the clock from the received data and apply the clock to one of the
two recovered clock output pins (SERDES6G_COMMON_CFG.RECO_SEL_A and
SERDES6G_COMMON_CFG.RECO_SEL_B). Note that only one macro should drive a recovered clock
output pin at the same time. In addition, it is possible to squelch the recovered clock if the associated
PCS cannot detect valid data (SERDES6G_COMMON_CFG.SE_AUTO_SQUELCH_A_ENA and
SERDES6G_COMMON_CFG.SE_AUTO_SQUELCH_B_ENA). For more information about
Synchronous Ethernet, see Layer-1 Timing, page 128.

SERDESG6G Deserializer Configuration

The SERDES6G block includes digital control logic that interacts with the analog modules within the
block and compensates for the frequency offset between the received data and the internal high-speed
reference clock. To gain high jitter performance, the phase regulation is a Pl-type regulator, whose
proportional (P) and integrative () characteristics can be independently configured.

The integrative part of the phase regulation loop is configured in
SERDES6G_DES_CFG.DES_PHS_CTRL. The limits of the integrator are programmable, allowing
different settings for the integrative regulation while guaranteeing that the proportional part still is
stronger than the integrative part. Integrative regulation compensates frequency modulation from DC up
to cut-off frequency. Frequencies above the cut-off frequency are compensated by the proportional part.

The DES_BW_HYST register field controls the time constant of the integrator independently of the
proportional regulator. The range of DES_BW_HYST is programmable as follows:

. Full rate mode =3to 7
. Half-rate mode =2 to 7
*  Quarter-rate mode =1to 7

The lower the configuration setting, the smaller the time-constant of the integrative regulation. For normal
operation, configure DES_BW_HYST to 5.

The cut-off-frequency is calculated to:

fco = 1/(2 x Pl x 128 x PLL period x 32 x 2A(DES_BW_HYST + 1 — DES_BW_ANA))
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PLL period = 1/(n x data rate)
where, n = 1 (full rate mode), 2 (half-mode) or 4 (quarter-rate mode)

The integrative regulator can compensate a static frequency offset within the programmed limits down to
a remaining frequency error of below 4 ppm. In steady state, the integrator toggles between two values
around the exact value, and the proportional part of the phase regulation takes care of the remaining
phase error.

After a device reset, the phase regulation may be 180° out of phase compared to the incoming data,
resulting in a deadlock condition at the sampling stage of the deserializer. To prevent this situation, the
SERDESG6G provides a 180° deadlock protection mechanism
(SERDES6G_DES_CFG.DES_MBTR_CTRL). If the deadlock protection mechanism is enabled, a small
frequency offset is applied to the phase regulation loop. The offset is sufficient to move the sampling
point out of the 180° deadlock region, while at the same time, small enough to allow the regulation loop to
compensate when the sample point is within the data eye.

The loop bandwidth for the proportional part of the phase regulation loop is controlled by configuring
SERDES6G_DES_CFG.DES_BW_ANA.

The fastest loop bandwidth setting (lowest configuration value) results in a loop bandwidth that is equal to
the maximum frequency offset compensation capability. For improved jitter performance, use a setting
with sufficient margin to track the expected frequency offset rather than using the maximum frequency
offset. For example, if a 100 ppm offset is expected, use a setting that is four times higher than the offset.
For more information about possible bandwidth selections, see Table 514, page 422 and Table 527,
page 431.

The following table provides the limits for the frequency offset compensation. The values are theoretical
limits for input signals without jitter, because the actual frequency offset compensation capability is
dependent on the toggle rate of the input data and the input jitter. Note that only applicable configuration
values are listed. HRATE and QRATE are the configuration settings of
SERDES6G_COMMON_CFG.HRATE and SERDES6G_COMMON_CFG.QRATE.

Table 15+ SERDES6G Loop Bandwidth

Limits when Limits when Limits when

HRATE =0 HRATE =1 HRATE =0
DES_BW_ANA QRATE=0 QRATE =0 QRATE =1
2 1953 ppm
3 1953 ppm 977 ppm
4 1953 ppm 977 ppm 488 ppm
5 977 ppm 488 ppm 244 ppm
6 488 ppm 244 ppm 122 ppm
7 244 ppm 122 ppm 61 ppm

SERDESG6G Serializer Configuration

The serializer provides the ability to align the phase of the internal clock and data to a selected source
(SERDES6G_SER_CFG.SER_ENALI). The phase align logic is used when SERDES6G operates in the
facility loopback mode.

SERDESG6G Input Buffer Configuration

The SERDESBG input buffer supports configuration options for:

»  Automatic input voltage offset compensation
*  Loss of signal detection

The input buffer is normally AC-coupled and therefore the common-mode termination is switched off
(SERDES6G_IB_CFG1.IB_CTERM_ENA). In order to support type-2 loads (DC-coupling at 1.0 V
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termination voltage) according to the OIF CEl specifications, common-mode termination must be
enabled.

The sensitivity of the level detect circuit can be adapted to the input signal’s characteristics (amplitude
and noise). The threshold value for the level detect circuit is set in SERDES6G_IB_CFG.IB_VBCOM.
The default value is suitable for normal operation.

When the SerDes interface operates in 100BASE-FX mode, the input buffer of the SERDES6G macro
must also be configured for 100BASE-FX (SERDES6G_IB_CFG.IB_FX100_ENA).

During test or reception of low data rate signals (for example, 100BASE-FX), the DC-offset
compensation must be disabled. For all other modes, the DC-offset compensation must be enabled for
optimized performance. DC-offset compensation is controlled by
SERDES6G_IB_CFG1.IB_ENA_OFFSAC and SERDES6G_IB_CFG1.IB_ENA_OFFSDC.

SERDESG6G Output Buffer Configuration

The SERDEDS6G output buffer supports the following configuration options:

*  Amplitude control

+  De-emphasis and output polarity inversion
«  Slew rate control

»  Skew adjustment

+ Idle mode

The maximum output amplitude of the output buffer depends on the output buffer’s supply voltage. For
interface standards requiring higher output amplitudes (backplane application or interface to optical
modules, for example), the output buffer can be supplied from a 1.2 V instead of a 1.0 V supply. By
default, the output buffer is configured for 1.2 V mode, because enabling the 1.0 V mode when supplied
from 1.2 V must be avoided. The supply mode is configured by
SERDES6G_OB_CFG.OB_ENA1V_MODE.

The output buffer supports a four-tap pre-emphasis realized by one pre-cursor, the center tap, and two
post cursors. The pre-cursor coefficient, CO, is configured by SERDES6G_SER_CFG.OB_PREC. COis a
5-bit value, with the most significant bit defining the polarity. The lower 4-bit value is hereby defined as
BO. The first post-cursor coefficient, C2, is configured by SERDES6G_OB_CFG.OB_POSTO0. C2 is a 6-
bit value, with the most significant bit defining the polarity. The lower 5-bit value is hereby defined as B2.
The second post-cursor coefficient, C3, is configured by SERDES6G_SER_CFG.OB_POST1. C3 is 5-bit
value, with the most significant bit defining the polarity. The lower 4-bit value is hereby defined as B3.
The center-tap coefficient, C1, is a 6-bit value. Its polarity can be programmed by
SERDES6G_OB_CFG.OB_POL, which is defined as p1. For normal operation
SERDES6G_OB_CFG.OB_POL must be set to 1. The value of the 6 bits forming C1 is calculated by the
following equation.

Equation 1: C1: (64 — (B0 + B2 + B3)) x p1

The output amplitude is programmed by SERDES6G_OB_CFG1.0B_LEV, which is a 6-bit value. This
value is internally increased by 64 and defines the amplitude coefficient K. The range of K is therefore 64
to 127. The differential peak-peak output swing is given by 8.75 mV x K. The maximum peak-peak
output swing depends on the data stream and can be calculated to:

Equation 2: H(Z) = 4.375 mVpp x K x (CO x z' + C1 x 20 + C2 x z~! + C3 x z72)/64

with z" denoting the current bits of the data pattern defining the amplitude of Z. The output amplitude also
depends on the output buffer’s supply voltage. For more information about the dependencies between
the maximum achievable output amplitude and the output buffer’'s supply voltage, see Table 831,

page 639.
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The configuration bits are summarized in the following table.

Table 16 = De-Emphasis and Amplitude Configuration

Configuration Value Description
OB_PREC Signed 5-bit value Pre-cursor setting CO
Range is —15to 15
OB_POSTO Signed 6-bit value First post-cursor setting C2
Range is —31 to 31
OB_POST1 Signed 5-bit value Second post-cursor setting C3
Range is —15to 15
OB_LEV Unsigned 6-bit value Amplitude coefficient, K= OB_LEV + 64
Range is 0 to 63
OB_POL 0 Non-inverting mode
1 Inverting mode

4.3.8

4.3.9

4.3.10

4.3.11

The output buffer provides additional options to configure its behavior. These options are:

+ Idle mode:
Enabling idle mode (SERDES6G_OB_CFG.OB_IDLE) results in a remaining voltage of less than
30 mV at the buffers differential outputs.
+ Slew Rate:
Slew rate can be controlled by two configuration settings. SERDES6G_OB_CFG.OB_SR_H
provides coarse adjustments whereas SERDES6G_OB_CFG.OB_SR provides fine adjustments.
+  Skew control:
In 1 Gbps SGMII mode, skew adjustment is controlled by SERDES6G_OB_CFG1.0B_ENA_CAS.
Skew control is not applicable to other modes.

SERDESG6G Clock and Data Recovery (CDR) in 100BASE-FX

To enable clock and data recovery when operating SERDES6G in 100BASE-FX mode, set the following
register fields:

. SERDES6G_MISC_CFG.DES_100FX_CPMD_ENA = 1
. SERDES6G_IB_CFG.IB_FX100_ENA = 1
. SERDES6G_DES_CFG.DES_CPMD_SEL =2

SERDESG6G Energy Efficient Ethernet

The SERDES6G block supports Energy Efficient Ethernet as defined in IEEE 802.3az. To enable the low
power modes, set SERDES6G_MISC_CFG.TX_LPI_MODE_ENA and
SERDES6G_MISC_CFG.RX_LPI_MODE_ENA. At this point, the attached PCS takes full control over
the high-speed output and input buffer activity.

SERDES6G Data Inversion

The data streams in the transmit and the receive direction can be inverted using
SERDES6G_MISC_CFG.TX_DATA_INV_ENA and SERDES6G_MISC_CFG.RX_DATA_INV_ENA. This
effectively allows for swapping the P and N lines of the high-speed serial link.

SERDESG6G Signal Detection Enhancements

Signal detect information from the SERDES6G macro is normally directly passed to the attached PCS. It
is possible to enable a hysteresis such that the signal detect condition must be active or inactive for a
certain time before it is signaled to the attached PCS.

The signal detect assertion time (the time signal detect must be active before the information is passed to
a PCS) is programmable in SERDES6G_DIG_CFG.SIGDET_AST. The signal detect de-assertion time
(the time signal detect must be inactive before the information is passed to a PCS) is programmable in
SERDES6G_DIG_CFG.SIGDET_DST.
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SERDESG6G High-Speed I/0 Configuration Bus

The high-speed SerDes macros are configured using the high-speed 1/0 configuration bus (MCB), which
is a serial bus connecting the configuration register set with all the SerDes macros. The
HSIO::MCB_SERDES1G_ADDR_CFG register is used for SERDES1G macros and
HSIO::MCB_SERDES6G_ADDR_CFG register is used for SERDES6G macros. The configuration
busses are used for both writing to and reading from the macros.

The SERDES6G macros are programmed as follows:

*  Program the configuration registers for the SERDES6G macro. For more information about
configuration options, see SERDES6G, page 30.

«  Transfer the configuration from the configuration registers to one or more SerDes macros by writing
the address of the macro (MCB_SERDES6G_ADDR_CFG.SERDES6G_ADDR) and initiating the
write access (MCB_SERDES6G_ADDR_CFG.SERDES6G_WR_ONE_SHOT).

*  The SerDes macro address is a mask with one bit per macro so that one or more macros can be
programmed at the same time.

+ The MCB_SERDES6G_ADDR_CFG.SERDES6G_WR_ONE_SHOT are automatically cleared
when the writing is done.

The configuration and status information in the SERDES6G macros can be read as follows:

+  Transfer the configuration and status from one or more SerDes macros to the configuration registers
by writing the address of the macro (MCB_SERDES6G_ADDR_CFG.SERDES6G_ADDR) and
initiating the read access (MCB_SERDES6G_ADDR_CFG.SERDES6G_RD_ONE_SHOT).

»  The SerDes macro address is a mask with one bit per macro so that configuration and status
information from one or more macros can be read at the same time. When reading from more than
one macro, the results from each macro are OR’ed together.

+ The MCB_SERDES6G_ADDR_CFG.SERDES6G_RD_ONE_SHOT are automatically cleared when
the reading is done.

The SERDES1G macros are programmed similarly to the SERDES6G macros, except that
MCB_SERDES1G_ADDR_CFG must be used for register access. For more information about
configuration options, see SERDES1G, page 25.

Copper Transceivers

The VSC7428-02 and VSC7429-02 devices include low-power Gigabit Ethernet transceivers. The
devices include the following number of transceivers:

* VSC7428-02 includes 8 transceivers, numbered 0 through 7
«  VSC7429-02 includes 12 transceivers, numbered 0 through 11

This section describes the high-level functionality and operation of the built-in transceivers. The
integration is kept as close to multi-chip PHY and switch designs as possible. This allows a fast path for
software already running in a similar distributed design while still benefiting from the cost savings
provided by the integration.

Register Access

The registers of the integrated transceivers are not placed in the memory map of the switch, but are
attached instead to the built-in MIl management controller O of the devices. As a result, PHY registers are
accessed indirectly through the switch registers. For more information, see MIl Management Controller,
page 179.

In addition to providing the IEEE 802.3 specified 16 MIl Standard Set registers, the PHYs contain an
extended set of registers that provide additional functionality. The devices support the following types of
registers:

+ |EEE Clause 22 device registers with addresses from 0 to 31

»  Two pages of extended registers with addresses from 16E1 through 30E1 and 16E2 through 30E2

*  General-purpose registers with addresses from 0G to 30G

» |EEE Clause 45 devices registers accessible through the Clause 22 registers 13 and 14 to support
IEEE 802.3az Energy Efficient Ethernet registers

VMDS-10394 VSC7428-02 and VSC7429-02 Datasheet Revision 4.2 36



Functional Descriptions Q Mic em’.
/ rOS ]

Figure 9 «

4411

4412

4.4.2

4421

WNEFO

13
14
15
16
17
18
19

30

a A%\ MicrocHIP company

The memory mapping is controlled through PHY_MEMORY_PAGE_ACCESS::PAGE_ACCESS_CFG.
The following illustration shows the relationship between the device registers and their address spaces.

Register Space Layout

0G
1G
2G
IEEE 802.3 Clause 45 3G
Standard Registers
Registers
_________ 15G | General-Purpose
16E1 16E2 16G Registers
17E1 17E2 17G
18E1 18E2 18G
19E1 19E2 19G
Main Registers : Ext_ended : Ext_ended
Registers 1 . Registers 2
30E1 30E2 30G

31

0x0000 [ 0x0001 [— > 0x0002 — | 0x0010

E—

Broadcast Write

The PHYs can be configured to accept MIl PHY register write operations regardless of the destination
address of these writes. This is enabled in PHY _CTRL_STAT_EXT::BROADCAST_WRITE_ENA. This
enabling allows similar configurations to be sent quickly to multiple PHY's without having to do repeated
MII PHY write operations. This feature applies only to writes; MIl PHY register read operations are still
interpreted with “correct” address.

Register Reset

The PHY can be reset through software. This is enabled in PHY_CTRL::SOFTWARE_RESET_ENA.
Enabling this field initiates a software reset of the PHY. Fields that are not described as sticky are
returned to their default values. Fields that are described as sticky are only returned to defaults if sticky-
reset is disabled through PHY_CTRL_STAT_EXT::STICKY_RESET_ENA. Otherwise, they retain their
values from prior to the software reset. A hardware reset always brings all PHY registers back to their
default values.

Cat5 Twisted Pair Media Interface

The twisted pair interfaces are compliant with IEEE 802.3-2008 and |IEEE 802.3az for Energy Efficient
Ethernet.

Voltage-Mode Line Driver

Unlike many other gigabit PHYs, this PHY uses a patented voltage-mode line driver that allows it to fully
integrate the series termination resistors (required to connect the PHY’s Cat5 interface to an external 1:1
transformer). Also, the interface does not require placement of an external voltage on the center tap of
the magnetic. The following illustration shows the connections.
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Cat5 Autonegotiation and Parallel Detection

The integrated transceivers support twisted pair autonegotiation as defined by clause 28 of the

IEEE 802.3-2008. The autonegotiation process evaluates the advertised capabilities of the local PHY
and its link partner to determine the best possible operating mode. In particular, auto-negotiation can
determine speed, duplex configuration, and master or slave operating modes for 1000BASE-TX. Auto-
negotiation also allow the devices to communicate with the link partner (through the optional “next
pages”) to set attributes that may not otherwise be defined by the IEEE standard.

If the Cat5 link partner does not support auto negotiation, the devices automatically use parallel detection
to select the appropriate link speed.

Auto-negotiation can be disabled by clearing PHY_CTRL.AUTONEG_ENA. If auto-negotiation is
disabled, the state of the SPEED_SEL_MSB_CFG, SPEED_SEL_LSB_CFG, and
DUPLEX_MODE_CFG fields in the PHY_CTRL register determine the device operating speed and
duplex mode. Note that while 10BASE-T and 100BASE-T do not require auto-negotiation, clause 40
defines that 1000BASE-T require auto-negotiation.

1000BASE-T Forced Mode Support

The integrated transceivers provides support for a 1000BASE-T forced test mode. In this mode, the PHY
can be forced into 1000BASE-T mode and does not require manual setting of master/slave at the two
ends of the link. This mode is only for test purposes. Do not use in normal operation. To configure a PHY
in this mode, set PHY_EEE_CTRL.FORCE_1000BT_ENA = 1, with
PHY_CTRL.SPEED_SEL_LSB_CFG =1 and PHY_CTRL.SPEED_SEL_LSB_CFG = 0.

Automatic Crossover and Polarity Detection

For trouble-free configuration and management of Ethernet links, the integrated transceivers include a
robust automatic crossover detection feature for all three speeds on the twisted-pair interface (10BASE-
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T, 100BASE-T, and 1000BASE T). Known as HP Auto-MDIX, the function is fully compliant with clause
40 of the IEEE 802.3-2002.

Additionally, the devices detect and correct polarity errors on all MDI pairs—a useful capability that
exceeds the requirements of the standard.

Both HP Auto-MDIX detection and polarity correction are enabled in the device by default. You can
change the default settings using fields POL_INV_DIS and PAIR_SWAP_DIS in the
PHY_BYPASS_CTRL register. Status bits for each of these functions are located in register
PHY_AUX_CTRL_STAT.

The integrated transceivers can be configured to perform HP Auto-MDIX, even when auto-negotiation is
disabled (PHY_CTRL.AUTONEG_ENA = 0) and the link is forced into 10/100 speeds. To enable the HP
Auto-MDIX feature, set PHY_BYPASS_CTRL.FORCED_SPEED_AUTO_MDIX_DIS to 0.

The HP Auto-MDIX algorithm successfully detects, corrects, and operates with any of the MDI wiring pair
combinations listed in the following table.

Table 17« Supported MDI Pair Combinations

RJ-45 Pin Pairings

1,2 3,6 4,5 7,8 Mode

A B C D Normal MDI

B A D C Normal MDI-X

A B D C Normal MDI with pair swap on C and D pair

B A C D Normal MDI-X with pair swap on C and D pair

Manual MDI/MDI-X Setting

As an alternative to HP Auto-MDIX detection, the PHY can be forced to be MDI or MDI-X using
PHY_EXT_MODE_CTRL.FORCE_MDI_CROSSOVER_ENA. Setting this field to 10 forces MDI, and
setting 11 forces MDI-X. Leaving the bits 00 enables the MDI/MDI-X setting to be based on
FORCED_SPEED_AUTO_MDIX_DIS and PAIR_SWAP_DIS in the register PHY_BYPASS_CTRL.

Link Speed Downshift

For operation in cabling environments that are incompatible with 1000BASE-T, the devices provide an
automatic link speed “downshift” option. When enabled, the devices automatically change their
1000BASE-T auto-negotiation advertisement to the next slower speed after a set number of failed
attempts at 1000BASE-T. No reset is required to exit this state if a subsequent link partner with
1000BASE-T support is connected. This is useful in setting up in networks using older cable installations
that may include only pairs A and B and not pairs C and D.

Link speed downshifting is configured and monitored using SPEED_DOWNSHIFT_STAT,
SPEED_DOWNSHIFT_CFG, and SPEED_DOWNSHIFT_ENA in the register PHY_CTRL_EXT3.
Energy Efficient Ethernet

The integrated transceivers support IEEE 802.3az Energy Efficient Ethernet (EEE) currently in
development. This new standard provides a method for reducing power consumption on an Ethernet link
during times of low use. It uses Low Power Idles (LPI) to achieve this objective.
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Energy Efficient Ethernet
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Sleep Time (Ts) Duration PHY sends Sleep symbols before going Quiet.
Quiet Duration (Tq) Duration PHY remains Quiet before it must wake for Refresh period.
Refresh Duration (Tr) Duration PHY sends Refresh symbols for timing recovery and coefficient
synchronization.

PHY Wake Time (Tw_PHY) Duration PHY takes to resume to Active state after decision to Wake.
System Wake Time (Tw_System) |Wait period where no data is transmitted to give the receiving system time to wake up.

Using LPI, the usage model for the link is to transmit data as fast as possible and then return to a low
power idle state. Energy is saved on the link by cycling between active and low power idle states. Power
is reduced during LPI by turning off unused circuits and, using this method, energy use scales with
bandwidth utilization.

The transceivers use LPI to optimize power dissipation in 100BASE-TX and 1000BASE-T operation. In
addition, IEEE 802.3az defines a 10BASE-Te mode that reduces transmit signal amplitude from 5 V to
approximately 3.3 V, peak-to-peak. This mode reduces power consumption in 10 Mbps link speed and
can fully interoperate with legacy 10BASE-T compliant PHYs over 100 m Cat5 cable or better.

To configure the transceivers in 10BASE-Te mode, set PHY_EEE_CTRL.EEE_LPI_RX _100BTX_DIS to
1 for each port. Additional Energy Efficient Ethernet features are controlled through Clause 45 registers
as defined in Clause 45 registers to Support Energy Efficient Ethernet.

LED Interface

The devices output two LED signals per port, LEDO and LED1, through direct-drive signal outputs. The
polarity of the LED outputs is programmable and can be changed through
PHY_EEE_CTRL.INV_LED_POL_ENA. The default polarity is active low.

The devices also have a serial LED interface if more than two LEDs per port are required. For more
information, see Serial GPIO Controller, page 183.

LED Modes

Each direct-drive LED pin can be configured to display different status information that can be selected
by setting the LED mode in register PHY_LED_MODE_SEL. The modes listed in the following table are
equivalent to the setting used in PHY_LED_MODE_SEL to configure each LED pin. The default LED
state is active low and can be changed by modifying the value in PHY_EEE_CTRL.INV_LED_POL_ENA.
The blink/pulse-stretch is dependent on the LED behavior settings in PHY_LED_BEHAVIOR_CTRL.

Table 18« LED Modes

Mode Function Name LED State and Description

0

Link/Activity 1: No link in any speed on any media interface.
0: Valid link at any speed on any media interface.
Blink or pulse-stretch: Valid link at any speed on any media
interface with activity present.
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Table 18« LED Modes (continued)

Mode Function Name LED State and Description

1 Link1000/Activity 1: No link in T000BASE-T or 1000BASE-X.
0: Valid 1000BASE-T or 1000BASE-X.
Blink or pulse-stretch: Valid 1000BASE-T or 1000BASE-X link
with activity present.

2 Link100/Activity 1: No link in 100BASE-TX or 100BASE-FX.
0: Valid 100BASE-TX or 100BASE-FX.
Blink or pulse-stretch: Valid 100BASE-TX or 100BASE-FX link
with activity present.

3 Link10/Activity 1: No link in 10BASE-T.
0: Valid 10BASE-T link.
Blink or pulse-stretch: Valid 10BASE-T link with activity present.

4 Link100/1000/Activity 1: No link in 100BASE-TX, 100BASE-FX, 1000BASE-X, or
1000BASE-T.
0: Valid 100BASE-TX, 100BASE-FX, 1000BASE-X, or
1000BASE-T link.
Blink or pulse-stretch: Valid 100BASE-TX, 100BASE-FX,
1000BASE-X, or 1000BASE-T link with activity present.

5 Link10/1000/Activity 1: No link in 10BASE-T, 1000BASE-X, or 1000BASE-T.
0: Valid 10BASE-T, 1000BASE-X, or 1000BASET-T link.
Blink or pulse-stretch: Valid 10BASE-T, 1000BASE-X, or
1000BASE-T link with activity present.

6 Link10/100/Activity 1: No link in 10BASE-T, 100BASE-FX, or 100BASE-TX.
0: Valid 10BASE-T 100BASE-FX, or 100BASE-TX, link.
Blink or pulse-stretch: Valid 10BASE-T, 100BASE-FX, or
100BASE-TX link with activity present.

7 Reserved. Reserved.
8 Duplex/Collision 1: Link established in half-duplex mode, or no link
established.

0: Link established in full-duplex mode.
Blink or pulse-stretch: Link established in half-duplex mode but
collisions are present.

9 Collision 1: No collision detected.
Blink or pulse-stretch: Collision detected.
10 Activity 1: No activity present.
Blink or pulse-stretch: Activity present.
1" Reserved Reserved.
12 Auto-Negotiation Fault  1: No autonegotiation fault present.
0: Autonegotiation fault occurred.
13 Reserved. Reserved.
14 Force LED Off 1: De-asserts the LED
15 Force LED On 0: Asserts the LED
4.4.3.2 LED Behavior

Several LED behaviors can be programmed into the PHYs. Use the settings in registers
PHY_LED_BEHAVIOR_CTRL and PHY_EXT_MODE_CTRL to program the following LED behaviors:

LED Combine (LEDx_COMBINE_DIS) Enables an LED to display the status for a combination of
primary and secondary modes. This can be enabled or disabled for each LED pin. For example, a copper
link running in 1000BASE-T mode and activity present can be displayed with one LED by configuring an

VMDS-10394 VSC7428-02 and VSC7429-02 Datasheet Revision 4.2 41



Functional Descriptions

444

& Microsemi
a A%\ MicrocHIP company

LED pin to Link1000/Activity mode. The LED asserts when linked to a 1000BASE-T partner and also
blinks or performs pulse-stretch when activity is either transmitted by the PHY or received by the link
partner. When disabled, the LED combine feature only provides status of the selected primary function.
In this example, only Link1000 asserts the LED, and the secondary mode, activity, does not display if the
combined feature is disabled.

LED Blink or Pulse-Stretch (LEDx_PULSE_STRETCH_ENA) This behavior is used for activity and
collision indication. This can be uniquely configured for each LED pin. Activity and collision events can
occur randomly and intermittently throughout the link-up period. Blink is a 50% duty cycle oscillation of
asserting and de-asserting an LED pin. Pulse-stretch guarantees that an LED is asserted and de-
asserted for a specific period of time when activity is either present or not present. These rates can also
be configured using a register setting.

Rate of LED Blink or Pulse-Stretch (BLINK_RATE_CFG) This behavior controls the LED blink rate or
pulse-stretch length when blink/pulse-stretch is enabled on an LED pin. The blink rate, which alternates
between a high and low voltage level at a 50% duty cycle, can be set to 2.5 Hz, 5 Hz, 10 Hz, or 20 Hz.
For pulse-stretch, the rate can be set to 50 ms, 100 ms, 200 ms, or 400 ms. The blink rate selection for
PHYO globally sets the rate used for all LED pins on all PHY ports.

LED Pulsing Enable (PULSING_ENA) To provide additional power savings, the LEDs (when asserted)
can be pulsed at 5 kHz, 20% duty cycle.

LED Blink After Reset (LED_BLINK_SUPPRESS) The LEDs blink for one second after power-up and
after any time all resets are de-asserted.

Ethernet Inline Powered Devices

The integrated transceivers can detect legacy inline powered devices in Ethernet network applications.
The inline powered detection capability can be part of a system that allows for IP-phone and other
devices, such as wireless access points, to receive power directly from their Ethernet cable, similar to
office digital phones receiving power from a Private Branch Exchange (PBX) office switch over the
telephone cabling. This can eliminate the need of an external power supply for an IP-phone. It also
enables the inline powered device to remain active during a power outage (assuming the Ethernet switch
is connected to an uninterrupted power supply, battery, back-up power generator, or some other
uninterruptable power source).

The following illustration shows an example of this type of application.
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Figure 12 « Inline Powered Ethernet Switch
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The following procedure describes the process that an Ethernet switch must perform to process inline power requests
made by a link partner (LP); that is, in turn, capable of receiving inline power.

1. Enable the inline powered device detection mode on each transceiver using its serial management
interface. Set PHY_CTRL_EXT4.INLINE_POW_DET_ENAto 1.

2. Ensure that the Auto-Negotiation Enable bit (register 0.12) is also set to 1. In the application, the
devices send a special Fast Link Pulse (FLP) signal to the LP. Reading
PHY_CTRL_EXT4.INLINE_POW_DET_STAT returns 00 during the search for devices that require
Power-over-Ethernet (PoE).

3. The transceiver monitors its inputs for the FLP signal looped back by the LP. An LP capable of
receiving PoE loops back the FLP pulses when the LP is in a powered-down state. This is reported
when PHY_CTRL_EXT4.INLINE_POW_DET_STAT reads back 01. If an LP device does not loop
back the FLP after a specific time, PHY_CTRL_EXT4.INLINE_POW_DET_STAT automatically
resets to 10.

4. If the transceiver reports that the LP needs PoE, the Ethernet switch must enable inline power on
this port, externally of the PHY.

5. The PHY automatically disables inline powered device detection if
PHY_CTRL_EXT4.INLINE_POW_DET_STAT automatically resets to 10, and then automatically
changes to its normal auto-negotiation process. Alink is then auto-negotiated and established when
the link status bit is set (PHY_STAT.LINK_STAT is set to 1).

6. In the event of a link failure (indicated when PHY_STAT.LINK_STAT reads 0), the inline power must
be disabled to the inline powered device external to the PHY. The transceiver disables its normal
auto-negotiation process and re-enables its inline powered device detection mode.

445 |EEE 802.3af PoE Support

The integrated transceivers are also compatible with switch designs intended for use in systems that
supply power to Data Terminal Equipment (DTE) by means of the MDI or twisted pair cable, as described
in clause 33 of the IEEE 802.3af.

446  ActiPHY™ Power Management

In addition to the IEEE-specified power-down control bit (PHY_CTRL.POWER_DOWN_ENA), the
devices also include an ActiPHY power management mode for each PHY. The ActiPHY mode enables
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support for power-sensitive applications. It uses a signal detect function that monitors the media interface
for the presence of a link to determine when to automatically power-down the PHY. The PHY “wakes up”
at a programmable interval and attempts to wake-up the link partner PHY by sending a burst of FLP over
copper media.

The ActiPHY power management mode in the integrated transceivers is enabled on a per-port basis
during normal operation at any time by setting PHY_AUX_CTRL_STAT.ACTIPHY_ENAto 1.

Three operating states are possible when ActiPHY mode is enabled:

*  Low power state
*  LP wake-up state
»  Normal operating state (link up state)

The PHY switches between the low power state and the LP wake-up state at a programmable rate (the
default is two seconds) until signal energy is detected on the media interface pins. When signal energy is
detected, the PHY enters the normal operating state. If the PHY is in its normal operating state and the
link fails, the PHY returns to the low power state after the expiration of the link status time-out timer. After
reset, the PHY enters the low power state.

When auto-negotiation is enabled in the PHY, the ActiPHY state machine operates as described. If auto-
negotiation is disabled and the link is forced to use 10BT or 100BTX modes while the PHY is in its low
power state, the PHY continues to transition between the low power and LP wake-up states until signal
energy is detected on the media pins. At that time, the PHY transitions to the normal operating state and
stays in that state even when the link is dropped. If auto-negotiation is disabled while the PHY is in the
normal operation state, the PHY stays in that state when the link is dropped and does not transition back
to the low power state.

The following illustration shows the relationship between ActiPHY states and timers.

ActiPHY State Diagram

Low Power State

ELP Burst or Signal energy detected on

Clause 37 restart media

signal sent
Sleep timer expires

Timeout timer expires and
auto-negotiation enabled

LP Wake-up

Normal

State Operation

Low Power State
All major digital blocks are powered down in the lower power state.

In this state, the PHY monitors the media interface pins for signal energy. The PHY comes out of low
power state and transitions to the normal operating state when signal energy is detected on the media.
This happens when the PHY is connected to one of the following:

*  Auto-negotiation capable link partner
*  Another PHY in enhanced ActiPHY LP wake-up state

In the absence of signal energy on the media pins, the PHY transitions from the low power state to the
LP wake-up state periodically based on the programmable sleep timer

VMDS-10394 VSC7428-02 and VSC7429-02 Datasheet Revision 4.2 44



Functional Descriptions . |
& Microsemi
a ﬁ\Mlcnnmln company

(PHY_CTRL_EXT3.ACTIPHY_SLEEP_TIMER). The actual sleep time duration is random, from —80 ms
to +60 ms, to avoid two linked PHYs in ActiPHY mode entering a lock-up state during operation.

After sending signal energy on the relevant media, the PHY returns to the low power state.

44.6.2 Link Partner Wake-up State

In the link partner wake-up state, the PHY attempts to wake up the link partner. Up to three complete FLP
bursts are sent on alternating pairs A and B of the Cat5 media for a duration based on the wake-up timer,
which is set using register bits 20E1.12:11.

After sending signal energy on the relevant media, the PHY returns to the low power state.

44.6.3 Normal Operating State

In normal operation, the PHY establishes a link with a link partner. When the media is unplugged or the link partner is
powered down, the PHY waits for the duration of the programmable link status time-out timer, which is set using
ACTIPHY_LINK_TIMER_MSB_CFG and ACTIPHY_LINK_TIMER_LSB_CFG in the PHY_AUX_CTRL_STAT register.
It then enters the low power state.

447  Testing Features

The integrated transceivers include several testing features designed to facilitate performing system-
level debugging.

44.71 Core Voltage and I/O Voltage Monitor

The VSC7428-02 and VSC7429-02 device contains a monitoring circuit that provides a readout of the I/O
and core supply voltages. The voltage value that is read out is accurate to within +25 mV for the core and
low voltage 1/0O supplies (0.9 V to 1.4 V) and £50 mV for the high voltage 1/O supplies (2.25 V to 2.75 V).

44.7.2 Ethernet Packet Generator (EPG)

The Ethernet Packet Generator (EPG) can be used at each of the 10/100/1000BASE-T speed settings
for Copper Cat5 media to isolate problems between the MAC and the PHY, or between a local PHY and
its remote link partner. Enabling the EPG feature effectively disables all MAC interface transmit pins and
selects the EPG as the source for all data transmitted onto the twisted pair interface.

Important The EPG is intended for use with laboratory or in-system testing equipment only. Do not use
the EPG testing feature when the PHY is connected to a live network.

To use the EPG feature, set PHY_1000BT_EPG2.EPG_ENAto 1.

When PHY_1000BT_EPG2.EPG_RUN_ENA s set to 1, the PHY begins transmitting Ethernet packets
based on the settings in the PHY_1000BT_EPG1 and PHY_1000BT_EPG2 registers. These registers
set:

*  Source and destination addresses for each packet

*  Packet size

* Inter-packet gap

+ FCS state

*  Transmit duration

+ Payload pattern

If PHY_1000BT_EPG1.TRANSMIT_DURATION_CFG is set to 0, PHY_1000BT_EPG1.EPG_RUN_ENA
is cleared automatically after 30,000,000 packets are transmitted.

44.7.3 CRC Counters

Two separate CRC counters are available in the PHY: a 14-bit good CRC counter available through
PHY_CRC_GOOD_CNT.CRC_GOOD_PKT_CNT and a separate 8-bit bad CRC counter in
PHY_CTRL_EXT4.CRC_1000BT_CNT.

4474 Far-End Loopback

The far-end loopback testing feature is enabled by setting
PHY_CTRL_EXT1.FAR_END_LOOPBACK_ENAto 1. When enabled, it forces incoming data from a link
partner on the current media interface, into the MAC interface of the PHY, to be re-transmitted back to the
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link partner on the media interface as shown in the following illustration. The incoming data also appears
on the receive data pins of the MAC interface. Data present on the transmit data pins of the MAC
interface is ignored when using this testing feature.

Far-End Loopback Diagram

Link Partner PHY Switch
Rx o L
Cats
Tx

Near-End Loopback

When the near-end loopback testing feature is enabled (by setting PHY_CTRL.LOOPBACK_ENAto 1),
data on the transmit data pins (TXD) is looped back in the PCS block, onto the device receive data pins
(RXD), as shown in the following illustration. When using this testing feature, no data is transmitted over
the network.

Near-End Loopback Diagram

Link Partner PHY Switch
Rx
> |
Cat5
Tx

Connector Loopback

The connector loopback testing feature allows the twisted pair interface to be looped back externally.
When using the connector loopback feature, the PHY must be connected to a loopback connector or a
loopback cable. Pair A must be connected to pair B, and pair C to pair D, as shown in the following
illustration. The connector loopback feature functions at all available interface speeds.

Connector Loopback Diagram

PHY Switch

-

Cat5

o0 o >

When using the connector loopback testing feature, the device auto-negotiation, speed, and duplex
configuration is set using device registers 0, 4, and 9. For 1000BASE-T connector loopback, the
following additional writes are required, executed in the following steps:

1. Enable the 1000BASE-T connector loopback. Set
PHY_CTRL_EXT2.CON_LOOPBACK_1000BT_ENAto 1.
2. Disable pair swap correction. Set PHY_CTRL_EXT2.CON_LOOPBACK_1000BT_ENA o 1.

VeriPHY™ Cable Diagnostics

The VSC7428-02 and VSC7429-02 devices include a comprehensive suite of cable diagnostic functions
that are available through the onboard processor. These functions enable cable operating conditions and
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status to be accessed and checked. The VeriPHY suite has the ability to identify the cable length and
operating conditions and to isolate common faults that can occur on the Cat5 twisted pair cabling.

For the functional details of the VeriPHY suite and operating instructions, see ENT-AN0125, PHY,
Integrated PHY-Switch VeriPHY - Cable Diagnostics Feature Application Note.

Statistics

The following table lists the registers for the statistics module.

Table 19+ Counter Registers

Register Description Replication
SYS::STAT:CNT Data register for reading Per counter
port counters per port
SYS::STAT_CFG.STAT_CLEAR_SHOT Clears port counters
SYS::STAT_CFG.STAT_CLEAR_PORT Selects which port’s

counters to clear

SYS::STAT_CFG.TX_GREEN_CNT_MODE Controls whether to
SYS::STAT_CFG.TX_YELLOW_CNT_MODE counts bytes or frames
for Tx priority counters

SYS::STAT_CFG.DROP_GREEN_CNT_MOD Controls whether to

E counts bytes or frames
SYS::STAT_CFG.DROP_YELLOW_CNT_MO for drop priority counters
DE

ANA::AGENCTRL.GREEN_COUNT_MODE Controls whether to
ANA::AGENCTRL.YELLOW_COUNT_MODE counts bytes or frames
ANA::AGENCTRL.RED_COUNT_MODE for Rx priority counters

All counters for all ports are sharing a common statistics block with directly addressable counters. Each
counter is 32 bits wide, which is large enough to ensure a wrap-around time longer than 13 seconds.

Each switch core port has 43 Rx counters, 18 FIFO drop counters, and 31 Tx counters.

The following table defines the per-port available Rx counters and lists the counter’s base address in the
common statistics block.

Table 20« Rx Counters in the Statistics Block

Base
Type S