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MICROCHIP KSZQ477S

KSZ9477S Silicon Errata
and Data Sheet Clarification

This document describes known silicon errata for functional revisions A1 of the KSZ9477S. The silicon errata discussed
in this document are for silicon revisions as listed in Table 1. The silicon revision can be determined by the device’s top
marking. A summary of KSZ9477S silicon errata is provided in Table 2.

Some errata work arounds may require modifying register values. If the system design does not include a processor to
manage the switch, a small 8-bit PIC or AVR microcontroller can be used to configure the switch via the 12C or SPI inter-
face. These low-cost microcontrollers are available in packages as small 8-pins, with integrated oscillator and non-vol-
atile program memory. The microcontroller does not need a Mll or RMII connection to the switch. Alternatively, the switch
can be configured by a remote computer via the in-band management feature of the switch. The default port for in-band
management is port 7.

TABLE 1: AFFECTED SILICON REVISIONS

Part Numbers Silicon Revision Package Top Mark
KSZ9477STX A1 B0O0O
TABLE 2: SILICON ISSUE SUMMARY
Item Silicon Issue Summary Affecte_d_SiIicon
Number Revisions
1. Register settings are needed to improve PHY receive performance A1
2. Transmit waveform amplitude can be improved (1000BASE-T, 100BASE-TX, A1
10BASE-Te)
3. Default RGMII ingress timing does not comply with the RGMII specification A1l
4. Energy Efficient Ethernet (EEE) feature select must be manually disabled A1l
5. Toggling PHY Powerdown can cause errors or link failures in adjacent PHYs A1
6. Certain PHY registers must be written as pairs instead of singly A1l
7. SGMII auto-negotiation does not set bit 0 in the auto-negotiation code word A1l
8. SGMII port link details from the connected SGMII PHY are not passed properly to the A1
port 7 GMAC
9. Register settings are required to meet data sheet supply current specifications A1
10. Automatic SPI Data Out Edge Select may cause issues A1l
11. 1000BASE-T Transmitter Distortion fails to meet IEEE compliance specification A1
12. No Pause frames are generated for ingress rate limiting with an EEE link A1
13. Link drop can occur when back pressure is enabled in 100BASE-TX half-duplex A1
mode
14. Port may hang in half-duplex mode when No Excessive Collision Drop feature is A1l
enabled
15. SGMII registers are not initialized by hardware reset A1
16. When tail tag is enabled, frame length field check fails for 802.3 frames A1
17. Port based priority remapping is not supported A1
18. Transmission halt with late collisions A1
19. LEDx_0 in Single-LED Mode does not indicate link activity A1
20. PTP messages get dropped in PTP 2-Step Mode A1
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KSZ9477S

Silicon Errata Issues

Module 1:  Register settings are needed to improve PHY receive performance

DESCRIPTION

The default receiver settings are not optimized. Receive errors may occur, especially at longer cable lengths.

END USER IMPLICATIONS

For best receiver performance, users should write the following PHY MMD registers. This is done individually for each
port (1-5) using any of the management interfaces: MDC/MDIO, I2C, SPI, or in-band.

Work around
Write to the following MMD registers for each PHY port [1-5]:

[MMD] [register] [data]

0x01 0x6F 0xDDOB
0x01 0x8F 0x6032
0x01 0x9D 0x248C
0x01 0x75 0x0060
0x01 0xD3 0x7777
0x1C 0x06 0x3008
0x1C 0x08 0x2001

PLAN

This erratum will not be corrected in a future revision.

Module 2: Transmit waveform amplitude can be improved (1000BASE-T, 100BASE-TX, 10BASE-

Te)
DESCRIPTION

The transmit waveform amplitude can be improved for 10BASE-Te, 100BASE-TX and 1000BASE-T.

END USER IMPLICATIONS

With the default settings, the waveform amplitude may be outside the specifications in some corner case conditions,
and the transmitter may not be fully compliant with the IEEE standard. This may degrade performance under some con-

ditions.
Work around
Write to the following MMD registers for each PHY port [1-5]:
[MMD] [register] [data]
0x1C 0x4 0x00DO0

PLAN

This erratum will not be corrected in a future revision.
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Module 3: Default RGMII ingress timing does not comply with the RGMII specification
DESCRIPTION

The RGMII defining document specifies a typical data-to-clock setup time into the receiver (switch signals TXD6_[3:0],
TX_ERG6 and TX_ENG6 to TX_CLK®6) of 1.8ns. However, port 6 requires additional setup time in order to avoid ingress
data errors on this interface. Refer to the data sheet for details.

This issue does not occur on port 7, and there are no timing issues with the MIl and RMII modes.

END USER IMPLICATIONS

Careful analysis of the RGMII timing must be performed, considering the timing of both connected devices, and relative
signal delay times on the PCB.

Work around
Additional PCB trace delay may be needed on the TX_CLKG®6 clock signal into port 6 of the switch. Another option
is to set the ingress delay bit [4] in register 0x6301. Refer to the data sheet for timing details.

PLAN

This erratum will not be corrected in a future revision.

Module 4: Energy Efficient Ethernet (EEE) feature select must be manually disabled
DESCRIPTION

The EEE feature is enabled by default, but it is not fully operational. It must be manually disabled through register con-
trols. If not disabled, the PHY ports can auto-negotiate to enable EEE, and this feature can cause link drops when linked
to another device supporting EEE.

END USER IMPLICATIONS

If the link partner does not support EEE, then EEE will not be activated and there will be no problem with link drops. This
is also true if auto-negotiation is disabled, since EEE is activated only if auto-negotiated between the two link partners.

If the link partner is not known, or if the link partner is EEE capable, then the EEE feature should be manually disabled
to avoid link drop problems.

Work around

Disable EEE by writing to the following registers. This is done individually for each PHY port (1-5) using any of
the management interfaces: MDC/MDIO, I2C, SPI, or in-band.

EEE is disabled by clearing bits [2:1] of the PHY indirect register: MMD 7, address 3Ch.
MMD register:

[MMD] [register] [data]

7 0x3C 0x0000

PLAN

This erratum will not be corrected in a future revision.
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KSZ9477S

Module 5: Toggling PHY Powerdown can cause errors or link failures in adjacent PHYs

DESCRIPTION

The PHY power down is controlled by bit 11 in registers 0OxXN100-0xN101. It provides separate power down control for
each PHY. When a PHY is brought out of power down by clearing this bit, the resulting power surge can disrupt an adja-
cent PHY, causing data errors or temporary link down on that port.

END USER IMPLICATIONS

Data errors or link down can occur in an active PHY when its neighbor is brought out of power down mode.

Work around
Avoid dynamically changing the power down state of any PHYs if other PHYs may be linked and active. Only
change the power up or power down state of a PHY when no other PHYs on the chip are linked and possibly
passing traffic.

PLAN

This erratum will not be corrected in a future revision.

Module 6: Certain PHY registers must be written as pairs instead of singly

DESCRIPTION

When using SPI, I2C, or in-band register access, writes to certain PHY registers are performed as 32-bit writes instead
of 16-bit writes.

The PHY control and status registers are 16-bit registers. They occupy the byte address range 0xN100 to OxN13F,
where N is the port number. Registers from 0xN100 to 0xN11F function normally and can be written either 16- or 8-bits
at a time.

An error in the register access logic causes all writes from 0xN120 to 0xN13F to be 32-bit writes. For example, a 16-bit
write to register 0xN122-0xN123 also results in all zeros being written to register 0xXN120-0x121. Also, a 16-bit write to
register 0xN120-0xN121 causes all zeros to be written to 0xN122-0xN123.

END USER IMPLICATIONS

This issue is relevant only to write operations, not to reads. When writing only 16-bits to a register in this address range,
all zeros will be written to the adjacent register. This may change the PHY settings and cause the PHY to malfunction.

Work around

To avoid writing zero to an adjacent register, always write the registers in this address range in pairs as 32-bits:
O0xN120 - 0xN123

0xN124 - 0xN127

0xN128 - 0xN12B

0xN12C - OxN12F

Note that some of these registers are not defined in the data sheet. In order to avoid writing inappropriate data
to any undefined register, the register should be read before writing (i.e. read-modify-write). Do not assume that
undocumented registers should be all zeros.

PLAN

This erratum will not be corrected in a future revision.
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Module 7:  SGMII auto-negotiation does not set bit 0 in the auto-negotiation code word

DESCRIPTION

Port 7 SGMII auto-negotiation sends the incorrect code word “0x0000”, instead of “0x0001” as defined in the SGMII
specification. If the connected SGMII device requires that bit 0 be set, then this can prevent successful auto-negotiation.
Some SGMII devices require that bit 0 is set, while other devices don't care.

END USER IMPLICATIONS

Many SGMII devices ignore the value of the code word received during auto-negotiation, but some will not auto-nego-
tiate properly when an incorrect value is received.

Work around

If the connected SGMII device does not care about the value of the code word, then this workaround is not
needed.

The workaround is to write to port 7 SGMII register 0x1F0004. This only needs to be done once after the chip is
powered up or reset.

Using either the SPI, I2C, or in-band management interface, perform the following writes:

[addr] [data]
0x7200 0x001F0004 (32-bits)
0x7206 0x01A0 (16-bits)

PLAN

This erratum will not be corrected in a future revision.
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Module 8: SGMII port link details from the connected SGMII PHY are not passed properly to the
port 7 GMAC

DESCRIPTION

Link information from the connected SGMII PHY is not automatically forwarded from the SGMII interface to the internal
PCS block. The GMAC therefore does not automatically know the speed (10/100/1000) and duplex of the link estab-
lished by the PHY connected to the SGMII interface. If the PCS configuration and the PHY link conditions do not match,
the port will not function properly.

END USER IMPLICATIONS
This applies to port 7 operated in the (default) SGMII MAC mode. It is not applicable for (non-default) SGMII PHY mode.

The SGMII interface can operate at any of three speeds: 10, 100 or 1000 Mbps. The speed is determined by the link
speed of the SGMII PHY attached to port 7 and is communicated by auto-negotiation to port 7. Though this information
is received at port 7, it is not forwarded to the port 7 PCS.

The GMAC defaults to 1000 Mbps, so if the SGMII link is always 1000 Mbps, then there is no problem and a workaround
is not needed.

If the SGMII speed is variable or less than 1000 Mbps, software must actively read the link details from one register and
write it to another register whenever a link up condition occurs or when there is a change to the link speed.

Work around

Software must actively read the link status (up or down), speed and duplex from one SGMII register and write it
to another SGMII register whenever the link conditions change. Two methods are available for detecting a
change in link speed:

1. Polling. Software reads SGMII indirect register 0x1f8002.
2. SGMII AN Complete interrupt.
The link speed is read from the SGMII indirect register 0x1F8002, bits [3:2]:
10 = 1000 Mbps
01 =100 Mbps
00 =10 Mbps
The speed must be written to SGMII indirect register 0x1F0000, bits [6, 13]:
10 = 1000 Mbps
01 =100 Mbps
00 =10 Mbps

Use either the SPI, I2C or in-band management interface to access the indirect SGMII registers. Because they
are indirect, two writes are needed to write to an SGMII register. An SGMII read is accomplished by a write fol-
lowed by a read:

[addr] [data]

Write 0x7200 0x001F8002 set up to read reg 1F8002
Read 0x7206 0xXXXX read reg 1F8002 (16-bits)
Write 0x7200 0x001F0000 set up to write reg 1F0000
Write 0x7206 0x1140 write reg 1F0000

When writing indirect register 0x1F0000, use the following values for these link speeds:
0x1140 for 1000 Mbps full duplex
0x3100 for 100 Mbps full duplex
0x1100 for 10 Mbps full duplex

PLAN

This erratum will not be corrected in a future revision.
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Module 9: Register settings are required to meet data sheet supply current specifications

DESCRIPTION

The power supply current specifications in the data sheet are based on the following register settings. Without these
register changes, the AVDDH current is approximately 40% greater, the AVDDL current is approximately 56% greater,
and total chip power is approximately 26% greater when all PHY ports are linked at 1000Mb/s.

END USER IMPLICATIONS

If the following register settings are not made, the chip can dissipate more power than indicated in the data sheet for the
AVDDH and AVDLL power rails. This means that under the worst case conditions (all PHY ports linked at 1000 Mb/s),
the junction temperature may approach or exceed 125°C when operating at the maximum ambient temperature. Device
and system thermal analysis should use the increased AVDDH and AVDLL current values if the following register set-
tings are not made. The voltage regulators supplying AVDDH and AVDLL must also have adequate current capacity.

Work around
Write to the following MMD registers for each PHY port [1-5]:

[MMD] [register] [data]

0x1C 0x13 0x6EFF
Ox1C 0x14 OxXE6FF
0x1C 0x15 0x6EFF
0x1C 0x16 OxXE6FF
0x1C 0x17 0x00FF
0x1C 0x18 0x43FF
0x1C 0x19 0xC3FF
Ox1C Ox1A Ox6FFF
0x1C 0x1B 0xQ7FF
0x1C 0x1C 0x0FFF
0x1C 0x1D O0xXET7FF
0x1C 0x1E OXEFFF
Ox1C 0x20 O0xXEEEE

PLAN

This erratum will not be corrected in a future revision.

Module 10: Automatic SPI Data Out Edge Select may cause issues

DESCRIPTION

Automatic SPI Data Out Edge Select is a feature that is normally enabled in register 0x0100. It detects the SPI clock
frequency and selects either the rising clock edge or falling clock edge to clock out the SPI data based on that frequency.
The behavior is not fully predictable when the SPI clock frequency is near 25MHz, which may cause the SPI interface
to stop functioning. Also, it does not adapt to changes in the SPI clock frequency.

END USER IMPLICATIONS

The SPl interface may stop functioning if the inappropriate clock edge is selected, or if the clock rate changes. Generally
there is no problem when operating at lower clock rates, such as below 15 MHz.

Work around

When operating the SPI above 15 MHz, it is suggested to disable the automatic feature by clearing register
0x0100 bit 1, and at the same time setting bit 0 to the desired value to manually select the mode of operation.

PLAN

This erratum will not be corrected in a future revision.
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Module 11: 1000BASE-T Transmitter Distortion fails to meet IEEE compliance specification

DESCRIPTION

The device’s 1T000BASE-T Transmitter Distortion is approximately 40mV, versus the <10mV indicated in the IEEE spec-
ification.

END USER IMPLICATIONS

Itis unlikely this specification failure will impact system performance. The following link to the Gigabit Transmit Distortion
Testing document on the IEEE802.org website also questions the validity of this measurement:

http://www.ieee802.org/3/axay/public/may_07/sefidvash_1_0507.pdf

IEEE testing calls for <10mV peak transmitter distortion for at least 60% of the Ul within the eye opening. However, this
measurement might not be valid, as the transmit distortion test is sensitive to transmit jitter. Refer to the explanation
below, taken from the aforementioned IEEE document.

The Gigabit Transmit Distortion Testing document indicates:

» On page 6, a contradiction between Transmit Jitter and Transmit Distortion requirements:

FIGURE 1: IEEE DOCUMENT PAGE 6

Consistency Between Transmit Jitter and

Transmit Distortion Specifications
» PHY operating with allowed transmit jitter will not be able
to meet 10mV distortion spec if the distortion spec must
be met at the edges
T"“." 300ps

=

Transmit
Output

Tsymbo

8.0nS

Transmit distortion

test not impacted
S — R L by transmit jitter in

the eye opening

Peak
Errar

0.0 05 1.0
Symbol Time
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KSZ9477S

* Onpage 7:
- The transmit distortion test is sensitive to transmit clock jitter during the rise/fall time.

- Itis recommended to change the requirement to use at least 30%, instead of at least 60%, of the Ul within the

eye opening for the <10mV peak transmitter distortion.

FIGURE 2: IEEE DOCUMENT PAGE 7

Distortion Testing

transmitter

during transitions

waveform has settled to it's final value

— Recommend to use 30% for ease of testing

measurements to be below 10myW

Defining the “Settled” Interval for Transmit

« Currently defined transmit distortion test is sensitive to
transmit clock jitter during the rise/fall time of the

— Error voltage will be contaminated by jitter during transitions
— Portion of error contributed by distortion cannot be determined

— Appropriate place to apply test is after the rise/fall time where the

« Clause 40.6.1.2.3 specifies a 5ns rise/fall time (note #3)
— 3ns of 8ns (37.5%) of Ul will be free from effects of jitter

+ |lg: measura error vollage at 10 phases, require 3 of these

Extensive testing has been performed to ensure the device can inter-operate with different Gigabit PHY link partners.

Work around
None.

PLAN
This erratum will not be corrected in a future revision.

© 2017 - 2018 Microchip Technology Inc.

DS80000754C-page 9



KSZ9477S

Module 12: No Pause frames are generated for ingress rate limiting with an EEE link

DESCRIPTION

When an Energy Efficient Ethernet (EEE) link is established with another device, and ingress rate limiting is set up, the
port may not generate Pause frames in response to ingress traffic exceeding the rate limit. It also assumes that the
Ingress Rate Limit Flow Control Enable bit in register 0xN403 has been set.

END USER IMPLICATIONS

If Pause frames are not generated by the switch, then the link partner will not be able to regulate the rate at which it
sends traffic, making ingress rate limiting ineffective. Note that when the flow control function is enabled for ingress rate
limiting, the ingress port will not drop packets when the rate limit is exceeded - it relies only on flow control for limiting
the ingress rate.

Work around

The problem can be resolved by writing to the following three global registers. Note that these registers may not
be documented in the data sheet.

Global registers:

[addr] [data]
0x03C0 0x4090
0x03C2 0x0080

0x03C4 0x2000

PLAN

This erratum will not be corrected in a future revision.

Module 13: Link drop can occur when back pressure is enabled in 100BASE-TX half-duplex mode

DESCRIPTION

When back pressure is enabled for 100BASE-TX half duplex mode, CRS-based back pressure is the default mode. In
this mode, if the switch forwards long packets and the link partner is set up to detect and respond to jabber, then the link
partner may drop link. The link down condition is temporary.

END USER IMPLICATIONS

If all of the above conditions are met, then this problem is likely to occur, which will be disruptive, even though it is self-
healing. If any of the above conditions are not present, then the problem will not occur. In general, half-duplex is not
common. It is also very uncommon for NICs or switches to implement jabber-based link drop since they are normally
full-duplex. This function is seen mostly in hubs, which are half duplex.

Work around

The workaround is to change the back pressure mode from CRS-based to collision-based by clearing bit 5 in
register 0x0331. This completely eliminates the link drop problem. This register can be written using the SPI, 12C,
or in-band management interface, but not via the MIIM interface.

Global register:
[addr] [data]
0x0331 0xDO

PLAN

This erratum will not be corrected in a future revision.
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Module 14: Port may hang in half-duplex mode when No Excessive Collision Drop feature is
enabled

DESCRIPTION

This issue is seen when two of these switch devices are connected together and are configured in the same way. The
two devices use the same back-off algorithm and their back-off can become synchronized, causing lock-up.

END USER IMPLICATIONS

“No excessive collision drop” is a feature that may be used for half duplex to potentially improve collision performance.
It is controlled in register 0x0300, and is disabled by default. If it is enabled and the link partner is a similar device, then
lock up can occur on the link. It will persist until the link is broken (either physically or by register) and re-established.
Work around
The problem is avoided by enabling the Alternate back-off algorithm when using the No excessive collision drop
feature. This is done by setting bit 7 in register 0x0330. This register can be written using the SPI, 12C, or in-band
management interface, but not via the MIIM interface.
PLAN

This erratum will not be corrected in a future revision.
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Module 15: SGMII registers are not initialized by hardware reset

DESCRIPTION
The reset pin RST_N and the Soft Hardware Reset control bit do not reset the SGMII registers.

END USER IMPLICATIONS

When asserted, reset pin RST_N and Soft Hardware Reset bit (register 0x300, bit 1) will reset all device registers to
their default state, with the exception of the SGMII registers. An additional step is required to reset the SGMII registers,
but only when the user feels that a complete device reset is required. Typically it is never necessary to take this action.
The SGMII registers are automatically initialized at power up.

Work around
If a reset of the SGMII interface is required, set the SGMII reset bit located in SGMII register 0x1F0000, bit 15.
Write the following global registers:

[addr] [data]
0x7200 0x001F0000 (32-bits)
0x7206 0x9140 (16-bits)

PLAN
This erratum will not be corrected in a future revision.

Module 16: When tail tag is enabled, frame length field check fails for 802.3 frames

DESCRIPTION

The comparison of the length field of the Ethernet frame with the actual length of the data field portion of the frame fails
for the ingress packets with tail tag. This issue is not applicable to packets with the type field in the frame.

END USER IMPLICATIONS
The packets will be dropped when length check fails for the packet.

Work around

Do not set the length check in bit 3 of the register 0x0330 (Global Switch MAC Control Register 0). The Microchip
provided driver disables the length check.

PLAN
This erratum will not be corrected in a future revision.
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Module 17: Port based priority remapping is not supported

DESCRIPTION

The 802.1Q-2014 Clause 6 (6.9.4 Regenerating priority) describes the Priority Regeneration Table for the reception
port, which is required to support an AVB boundary port. The boundary port in the AVB domain needs to remap the pri-
ority field of the incoming traffic.

Since the device do not support port based priority remapping, the port cannot be used as a boundary port.

This erratum is not applicable if all the device ports are AVB domain ports.

END USER IMPLICATIONS

The device port cannot be used as an AVB domain boundary port.

Work around

A software workaround is available to remap the priority of all the incoming traffic to the port. The workaround
uses an ACL (Access Control List) mechanism to remap the priority of the incoming traffic to 0. With the work-
around, there is no impact on AVB traffic. If the incoming traffic uses QoS, priorities are also remapped to 0. This
may have a minor impact on the QoS traffic (i.e., all the QoS traffic uses one egress queue instead of using the
two queues available in the device).The workaround is available in Microchip provided driver software.

Software Workaround:

Program the ACL rule to remap all the incoming layer 2 packets to priority O (ACL rule format shown in Figure 3).

FIGURE 3: ACL RULE FORMAT
MD=01 |F MD |EnB |S|E ) . pM| P [R| RP | MM | FORWARD RULESET
ENB 1=00 (0 |(10] || @ MAC ADDRESS [47:0] TYPE[15:0] (0 | 20 B | ol |rro | #pors) [15:0]

Rule Description:

MD =01:Layer2

ENB =10 : Comparison on EtherType value

EQ =0&TYPE=0:l.e., all packets (condition is when EtherType != 0)
PM =11 : Always change priority to P[2:0]

P =0: Priority value to be changed

PLAN

This erratum will not be corrected in a future revision.
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Module 18: Transmission halt with late collisions

DESCRIPTION

Section 4 of the IEEE 802.3 Specification details Carrier Sense Multiple Access / Collision Detection (CSMA/CD) param-
eters when operating in half-duplex mode. The first 512 bit times are designated as the slotTime, which is the maximum
amount of time allowed for a collision to occur. If a link partner is configured incorrectly, where the PHY is linking in half-
duplex mode but the MAC is configured in full-duplex mode, there is a chance that the link partner will generate a colli-
sion after the first 512 bit times, violating the IEEE 802.3 specification. These late collisions, combined with other factors,
can cause the switch port transmitter to lock up and stop sending packets. The receiver will still function.

END USER IMPLICATIONS

If this erratum occurs, the switch will stop transmitting data to the half-duplex port, making it seem the half-duplex link
partner has stopped communicating to the network. The more traffic there is, the greater the risk of the violating link
partner generating a late collision that will affect the port.

Work around

Ideally, the link partner that is violating the specification would need to be updated so the MAC and PHY are cor-
rectly configured to the same duplex setting. If the link partner cannot be modified to conform to the IEEE 802.3
specification, the switch can be re-configured to full-duplex when late collisions are detected to avoid a lock up
condition. Of note, each switch port functions independently. Therefore, any work around must be implemented
separately for each port.

Method 1:

To avoid transmitter lock up, when a port is linked in half-duplex mode, the software should monitor the
TxLateCollision MIB counter (MIB Index 0x16). If the number is ever non-zero, the software should force the link
to function in full-duplex mode by disabling auto-negotiation and setting full-duplex and the appropriate speed in
the PHY Basic Control Registers (addresses 0xN100 - 0xN101).

Method 2:

To detect transmitter lock up, the software should monitor the TxByteCnt (MIB Index 0x81) and the RxByteCnt
(MIB Index 0x80). If the RxByteCnt is incrementing but the TxByteCnt remains the same, the software should
perform a hard reset of the switch.

PLAN

This erratum will not be corrected in a future revision.
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Module 19: LEDx_0 in Single-LED Mode does not indicate link activity

DESCRIPTION
The PHY Port LEDx_0 does not go low in the presence of link activity when in Single-LED Mode.

END USER IMPLICATIONS

Link activity cannot be determined in Single-LED Mode. However, LEDx_1 will indicate if the link is up or down. The lack
of status lends to uncertainty that traffic is passing through the port.

Work around

No work around exists for Single-LED Mode. Both PHY port LEDs work properly in Tri-Color Dual-LED Mode,
which is the default LED mode.

PLAN

This erratum will not be corrected in a future revision.

Module 20: PTP messages get dropped in PTP 2-Step Mode

DESCRIPTION

When PTP 2-Step Mode is enabled by clearing bit 0 of the Global Message Config 1 Register (bit 0 of 0x0514 - 0x0515),
some of the PTP messages (e.g., Sync/Follow-up/Announce) get dropped by the same transmit port. The packet drop
will happen when the normal traffic is on the same port as PTP messages. This issue happens only in PTP 2-Step Mode.

END USER IMPLICATIONS

The gPTP/AVB protocols are required to run in PTP 2-Step Mode. With this erratum, the device cannot achieve time
synchronization with the other devices in 2-Step Mode.

Work around
To work around this issue, a Software Two-Step Simulation Mode in hardware 1-Step Mode is suggested.

For gPTP operation, the switch hardware needs to be configured in 1-Step Mode by setting bit 0 of Global PTP
Message Config 1 Register (Bit 0 of 0x0514 - 0x0515). Because the switch hardware is running in 1-Step Mode,
the hardware is still automatically updating the contents of the Sync and Pdelay_Resp messages.

Sync, Follow-up:
The Sync transmit interrupt needs to be enabled so that Follow_Up messages can be updated with the Sync
transmit timestamp.

The master sends a Two-Step Sync, which contains the Sync transmit timestamp. The master then sends a Fol-
low_Up with the same transmit timestamp. The slave still receives the Sync transmit timestamp from the Fol-
low_Up, so there is no change in application.

Pdelay_Req, Pdelay_Resp, Pdelay_Resp_Follow_Up:

The master sends a Two-Step Pdelay_Resp with the Pdelay_Req receive timestamp and the correctionField
holding the value turnaround time (Pdelay_Resp transmit timestamp - Pdelay_Req receive timestamp). The cor-
rection field is updated by hardware, as it is operating in 1-Step Mode.

While preparing the Pdelay_Resp_Follow_Up message, PTP software/stack asks the device driver to return the
Pdelay_Resp transmit timestamp so that it can be put in the Pdelay_Resp_Follow_Up message. In Two-Step
Simulation Mode, the device driver returns the Pdelay_Req receive timestamp instead of the Pdelay_Resp trans-
mit timestamp. In effect, correctionField of Pdelay_Resp_Follow_Up will be zero because the timestamps in Pde-
lay_Resp and Pdelay_Resp_Follow_Up cancel each other, so only the correctionField in Pdelay_Resp is used
in slave peer delay calculation.

Some PTP stacks may take shortcuts and do not implement the timestamp calculation completely. These stacks
may assume the correctionField is empty in 2-Step Pdelay_Resp and do not use it in the calculation.

PLAN

This erratum will not be corrected in a future revision.
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APPENDIX A: DOCUMENT REVISION HISTORY

Revision Level & Date

Section/Figure/Entry

Correction

DS80000754C (08-23-18)

Module 18., Module 19., Mod-
ule 20.

Added new errata for “Transmission halt with late
collisions”, “LEDx_0 in Single-LED Mode does not
indicate link activity”, and “PTP messages get
dropped in PTP 2-Step Mode”

DS80000754B (04-15-18)

Module 16., Module 17.

Added new errata for “When tail tag is enabled,
frame length field check fails for 802.3 frames”, “Port
based priority remapping is not supported”.
Removed “Frame Length Field Check mode is dis-
abled” errata, which is superseded by the Module 16.

DS80000754A (08-10-17)

All

Initial release.
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THE MICROCHIP WEB SITE

Microchip provides online support via our WWW site at www.microchip.com. This web site is used as a means to make
files and information easily available to customers. Accessible by using your favorite Internet browser, the web site
contains the following information:

» Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

» General Technical Support — Frequently Asked Questions (FAQ), technical support requests, online discussion
groups, Microchip consultant program member listing

» Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

CUSTOMER CHANGE NOTIFICATION SERVICE

Microchip’s customer notification service helps keep customers current on Microchip products. Subscribers will receive
e-mail notification whenever there are changes, updates, revisions or errata related to a specified product family or
development tool of interest.

To register, access the Microchip web site at www.microchip.com. Under “Support”, click on “Customer Change Notifi-
cation” and follow the registration instructions.

CUSTOMER SUPPORT

Users of Microchip products can receive assistance through several channels:

« Distributor or Representative

* Local Sales Office

+ Field Application Engineer (FAE)

 Technical Support

Customers should contact their distributor, representative or Field Application Engineer (FAE) for support. Local sales

offices are also available to help customers. A listing of sales offices and locations is included in the back of this
document.

Technical support is available through the web site at: http://microchip.com/support
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Note the following details of the code protection feature on Microchip devices:
. Microchip products meet the specification contained in their particular Microchip Data Sheet.

. Microchip believes that its family of products is one of the most secure families of its kind on the market today, when used in the
intended manner and under normal conditions.

. There are dishonest and possibly illegal methods used to breach the code protection feature. All of these methods, to our
knowledge, require using the Microchip products in a manner outside the operating specifications contained in Microchip’s Data
Sheets. Most likely, the person doing so is engaged in theft of intellectual property.

. Microchip is willing to work with the customer who is concerned about the integrity of their code.

. Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code protection does not
mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection features of our
products. Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act. If such acts
allow unauthorized access to your software or other copyrighted work, you may have a right to sue for relief under that Act.

Information contained in this publication regarding device applications and the like is provided only for your convenience and may be super-
seded by updates. It is your responsibility to ensure that your application meets with your specifications. MICROCHIP MAKES NO REP-
RESENTATIONS OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY OR
OTHERWISE, RELATED TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO ITS CONDITION, QUALITY, PERFORMANCE,
MERCHANTABILITY OR FITNESS FOR PURPOSE. Microchip disclaims all liability arising from this information and its use. Use of Micro-
chip devices in life support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend, indemnify and hold
harmless Microchip from any and all damages, claims, suits, or expenses resulting from such use. No licenses are conveyed, implicitly or
otherwise, under any Microchip intellectual property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, AnyRate, AVR, AVR logo, AVR Freaks, BeaconThings, BitCloud, CryptoMemory, CryptoRF,
dsPIC, FlashFlex, flexPWR, Heldo, JukeBlox, KEELOQ, KEELOQ logo, Kleer, LANCheck, LINK MD, maXStylus, maXTouch, MediaLB, megaAVR,
MOST, MOST logo, MPLAB, OptolLyzer, PIC, picoPower, PICSTART, PIC32 logo, Prochip Designer, QTouch, RightTouch, SAM-BA, SpyNIC,
SST, SST Logo, SuperFlash, tinyAVR, UNI/O, and XMEGA are registered trademarks of Microchip Technology Incorporated in the U.S.A. and
other countries.

ClockWorks, The Embedded Control Solutions Company, EtherSynch, Hyper Speed Control, HyperLight Load, IntelliMOS, mTouch, Precision
Edge, and Quiet-Wire are registered trademarks of Microchip Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, BodyCom, chipKIT, chipKIT logo, CodeGuard,
CryptoAuthentication, CryptoCompanion, CryptoController, dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN,
EtherGREEN, In-Circuit Serial Programming, ICSP, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, Mindi, MiWi, motorBench,
MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient Code Generation, PICDEM, PICDEM.net, PICkit,
PICtail, PureSilicon, QMatrix, RightTouch logo, REAL ICE, Ripple Blocker, SAM-ICE, Serial Quad 1/0, SMART-I.S., SQI, SuperSwitcher,
SuperSwitcher Il, Total Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock, Wireless DNA, and ZENA are trademarks of
Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.
Silicon Storage Technology is a registered trademark of Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany Il GmbH & Co. KG, a subsidiary of Microchip Technology Inc., in other
countries.

All other trademarks mentioned herein are property of their respective companies.
© 2017 - 2018, Microchip Technology Incorporated, All Rights Reserved.
ISBN: 9781522434573

Q UAL I TY MA NAG E M E NT SYS TE M Microchip received ISO/TS-16949:2009 certification for its worldwide

headquarters, design and wafer fabrication facilities in Chandler and
CERTIFIED BY DNV Tempe, Arizona; Gresham, Oregon and design centers in California
and India. The Company’s quality system processes and procedures
are for its PIC® MCUs and dsPIC® DSCs, KEELOQ® code hopping
— ISO / TS 1 6 94-9 — devices, Serial EEPROMSs, microperipherals, nonvolatile memory and
analog products. In addition, Microchip’s quality system for the design
and manufacture of development systems is ISO 9001:2000 certified.
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